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Agenda

q IT modernization calls for 
automation.

q What is OSCAL.
q Continuous risk management with 

OSCAL.
q OSCAL-driven system resiliency.
q What is next.



NEW MAJOR DIRECTIONS & 
CYBERSECURITY EVOLUTION

EO 14306: Sustaining Select Efforts to Strengthen the 
Nation’s Cybersecurity (June 6, 2025)  (amends earlier EOs) 
q directs NIST to update NIST SP 800-53 guidance on secure 

patching, software development, and AI vulnerability 
management. 

q directs pilot programs for machine-readable policy (“rules-as-
code”) 

EO 14144: Strengthening and Promoting Innovation in the 
Nation’s Cybersecurity (2025/2026)
q reduction of regulatory burden through automated controls 

assessment 
q evolving software security reporting protocols

EO 14179: Removing Barriers to American Leadership in 
Artificial Intelligence (Jan 23, 2025)
q strengthen U.S. AI leadership by revising or rescinding policies 

seen as impediments to innovation 

FISMA (Federal Information Security Modernization Act (2014) 
q agency-wide information security programs
q periodic assessment of the risk and magnitude of harm …



Information technology is 
complex

& calls for automation

Regulatory frameworks are 
burdensome

& Need interop auto GRC tools

Paper-based A&A doesn’t 
scale

& Calls for auto updates

Security vulnerabilities are 
everywhere

& Calls for auto updates

Risk management is hard
& Experts need automation

DevOps & IaC are hard 
& Calls for 

interoperability & 
standardization

The Struggle…
PERIODIC ASSESSMENT 

OF THE RISK & 
MAGNITUDE … 



Cloud Means Automation!
Then Why is it Hard? 

q Cloud service providers and tool vendors 
rapidly developed innovative solution to 
automate system scanning and 
monitoring.

q What is provided is not always what is 
expected by cloud service consumer

q Consumers and providers might have 
different risk tolerance levels

q Documentation is never up to date, 
dashboards showing de facto security 
posture but not the risk mitigated one.  



OSCAL is a framework that defines open, 
machine-readable data models for security 
controls, implementations, and 
assessments.
OSCAL Layers:
• Control (What)
• Implementation (How)
• Assessment (Proof)
Currently Supports:
• Models: 8 released + 1 prototypes  
• Formats: 3 (XML, JSON, YAML)
Future State:
• ISO/IEC Standard

Open Security Controls Assessment Language



Spreadsheets, Excell, Google Sheets and the Standardized Schemas Behind



q Improve the efficiency, timeliness, accuracy, and consistency of system 
security assessments

q Enable traceability by design from the implementation and assessment 
back to the original control statements

q Set the foundation for automation and interoperability

Design Goals …

q  Open
q  Security
q  Controls

q  Assessment

q  Language

Ø  Free for everyone
Ø  Not only (security, privacy, safety, etc.) => Standardized (?)
Ø  Requirements that need to be implemented and the 

implementation be assessed
Ø  Evaluation of the safeguard implemented in    __response of a set 

of requirements
Ø  Digital representation – a translation of the information for 

machines to consume.



REQUIREMENTS IMPLEMENTATION EVALUATION MONITORING

Applicable to Any Domain …

SECURITY (NIST 800-53; CSF; COBIT5; CIS; CSA CCM, ACSA ISM; ISO/IEC 2701,2,17; etc.)

HEALTHCARE (HIPAA; Equipment Specifications, etc.)

FINANCIAL (PCI DSS, SOC2 Type1 & Type2; DORA; KYC; AML; PSD2; etc.) 

PRIVACY (Privacy Act of 1974; GDPR; COPPA; State Privacy Laws; etc.)

SAFETY (Occupational Safety and Health Administration (OSHA) Regulations)

OSCAL 
CONTROL LAYER

OSCAL 
IMPLEMENTATION 

LAYER
OSCAL ASSESSMENT LAYER
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ß Information Traceability ß

OSCAL 
Catalog Model

OSCAL 
Profile Model

OSCAL System 
Security Plan Model

OSCAL 
Component 
Definition 

Model

OSCAL 
Assessment Plan 

Model

OSCAL 
Assessment 

Results Model

OSCAL Plan of Action and 
Milestones Model

CONTROL LAYER IMPLEMENTATION LAYER ASSESSMENT LAYER

Component 1 …
Component N

IMPORTIMPORT IMPORT IMPORT

IMPORT

[ Catalog Artifact] [ Profile Artifact]

[ SSP Artifact]

[ AP Artifact]
[ AP Artifact]  

OPEN RISKS

             [ AP Artifact]               

OPEN RISKS

OSCAL  Control Mapping Model

[Control Mapping Artifact]
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SOURCE

PROTOTYPE 
OSCAL  Shared 
Resp. Model
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q  Any requirement, policy or control can be 
digitalized for machines (GRC tools) to 
consume.

Ødesigned for security, demonstrated 
applicability to privacy, safety, usability, 
identity management requirements, etc.

q  Information-driven process.

Risk Management with 
OSCAL
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OSCAL Models & RMF



https://nist.gov/oscal



OSCAL Models’ Outline & Reference

v1.1.3v1.1.3



https://github.com/usnistgov/OSCAL https://github.com/usnistgov/oscal-content https://github.com/usnistgov/oscal-tools

OSCAL 
Models/Schemas OSCAL Content

             (Artifacts)

OSCAL Editorial 
Tools

OSCAL GRC Tools
OSCAL Content 
Operationalized



OSCAL Catalog Model

A <catalog> contains:
•<metadata> (required) - Provides document metadata for the catalog. 
•<group> (optional) - Allows for grouping of <control> and other <group> elements. Zero or 
more <group> elements may be used. 
•<control> (optional) - Defines a given control in the catalog. Zero or more <control> elements may 
be used, and a <control> can be nested within another <control> element to identify an optional 
portion of a control that can be managed as a discrete unit (e.g., a control enhancement). 
•<back-matter> (optional) – Contains references used within the catalog. 

Catalog Tutorial: https://pages.nist.gov/OSCAL/tutorials/catalog/catalog-sample/



EXAMPLE: A 27002 CONTROL (PROSE)

1.1.2 Segregation of duties

Control

Conflicting duties and areas of responsibility should be segregated to reduce opportunities for unauthorized or 
unintentional modification or misuse of the organization’s assets.

Implementation guidance

Care should be taken that no single person can access, modify or use assets without authorization or detection. The 
initiation of an event should be separated from its authorization. The possibility of collusion should be considered in 
designing the controls. Small organizations may find segregation of duties difficult to achieve, but the principle should be

applied as far as is possible and practicable. Whenever it is difficult to segregate, other controls such as monitoring of 
activities, audit trails and management supervision should be considered.

Other information

Segregation of duties is a method for reducing the risk of accidental or deliberate misuse of an organization’s assets.



1.1.2 Segregation of duties
Control
Conflicting duties and areas of responsibility should be segregated to reduce 
opportunities for unauthorized or unintentional modification or misuse of the 
organization’s assets.
Implementation guidance
Care should be taken that no single person can access, modify or use assets 
without authorization or detection. The initiation of an event should be separated 
from its authorization. The possibility of collusion should be considered in 
designing the controls. Small organizations may find segregation of duties difficult 
to achieve, but the principle should be
applied as far as is possible and practicable. Whenever it is difficult to segregate, 
other controls such as monitoring of activities, audit trails and management 
supervision should be considered.
Other information
Segregation of duties is a method for reducing the risk of accidental or deliberate 
misuse of an organization’s assets.

EXAMPLE (XML):

!



EXAMPLE (JSON & YAML - snippets):



Traceability Example (Profile)





Shifting Left with OSCAL  
Implementation Layer 

Component Defini,on
Component Defini,on

Catalog
Profile

Assessment Results (AR)Assessment Plan (AP)

Results (Earlier Cycle)

Results (Last Cycle)

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Assessment Subject
Iden>fies what will be assessed, 

including: Components, Inventory 
Items, Loca>ons, and User Types, as 

well as Par>es to be Interviewed

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
May include ar>facts to review
Other A(achments as Needed

Assessment Assets
Tools used to perform the assessment

Task
Intended schedule of milestones and 

assessment ac>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Result (Current)

January 29, 2021  --  OSCAL Version 1.0.0 -RC-1

Reviewed Controls
Controls to include in the assessment 

we well as associated Control 
Objec>ves and Assessment Methods

Local DefiniMons (Overarching)
When results contain an ac>vity or 

control objec>ve not defined by the 
assessment plan, define it here

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Evidence A<achments:

Reviewed Ar>facts, Interview Notes, 
Screen Shots, Photos, Tool Output

Penetra>on Test Report
Other A(achments as Needed

import Import AP
URI poin>ng to an Assessment Plan

Import SSP
URI poin>ng to an SSP

System Security Plan (SSP)

System CharacterisMcs
System ID, Name, Descrip>on

Sensi>vity/Impact Level
System Informa>on

Service & Deployment Models
Diagrams: Authoriza>on Boundary, 

Network, Data Flow

System ImplementaMon
Users, Components, Inventory

Ports, Protocols, & Services
Interconnec>ons

Control ImplementaMon
Responsible Par>es, Status, Origina>on

Parameter Values, Implementa>on 
Descrip>on, Inheritance,

Consumer Responsibili>es

import

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Import Profile
URI poin>ng to a Profile

Back Ma<er
Laws/Regula>ons, Standards/Guidance

Cita>ons and External Links
AUachments and Embedded Images

Profile (Control Baseline)

Merge
Conflict Direc>ves

Profile Resolu>on Grouping Direc>ves

Modify
Parameter Modifica>ons

Control Requirement Modifica>ons
Control Objec>ve Modifica>ons

Assessment Method Modifica>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments as Needed

Import (Catalog or Profile)

Catalog

Control
Parameter Defini>ons (by Control)
Control Requirement Defini>ons

Control Objec>ves
Assessment Methods

Group (Family)
Grouping of Parameters

Grouping of Controls

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments

Parameter
Parameter Defini>ons (Global)

import
Import (Catalog or Profile)import

Import
URI poin>ng to a Catalog or Profile

Controls to Include
Controls to Exclude

import

Component Defini,on

Capability
A grouping of related components into 

a larger capability

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By

Import Component DefiniMon
URI poin>ng to other component 

defini>on files

Back Ma<er
Cita>ons and External Links

AUachments and Embedded Images

Component
Individual component informa>on, and 

informa>on about controls the 
component is able to sa>sfy

The import arrow iden,fies
what OSCAL content is linked as a result of 
the import statement. Imported content is 

referenced, not copied.

Local DefiniMons
When informa>on in the linked SSP is 
missing or inaccurate, assessors may 

define it here

Terms and CondiMons
Rules of Engagement, Disclosures, 
Limita>on of Liability, Assump>on 

Statements, and Methodology

Assessment AcMon
Enumerates the ac>ons for performing 
the assessment, including procedures 
for performing the assessment ac>on

Local DefiniMons
When informa>on in the linked AP 

or SSP is missing or inaccurate, 
assessors may define it here

A<estaMon
Asser>ons made by the assessor

Assessment Log
Log of performed assessment 

ac>ons

ObservaMon
Individual observa>ons and 

evidence 

Risk
Enumerates and characterizes 

provides status for iden>fied risks

Finding
Iden>fied findings, Objec>ve Status

Plan of Ac,on and Milestones 
(POA&M)

Local DefiniMons
For content not defined in the SSP

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

POA&M Items
POA&M ID, Impacted Controls,

Weakness Details

System IdenMfier
Unique system ID –  used when the SSP 

is not delivered with the POA&M

Import SSP
URI poin>ng to an OSCAL SSP

Back Ma<er
AUachments and Embedded Images

DR Evidence
Other A(achments as Needed

ObservaMon
Individual observa>ons and evidence, 

impacted assets 

Risk
Enumerates, characterizes, iden>fies 

devia>ons, and provides status for 
iden>fied risks

import

im
po

rt

Reviewed Controls
Controls included in the assessment

Component Defini,on
Component Defini,on

Catalog
Profile

Assessment Results (AR)Assessment Plan (AP)

Results (Earlier Cycle)

Results (Last Cycle)

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Assessment Subject
Iden>fies what will be assessed, 

including: Components, Inventory 
Items, Loca>ons, and User Types, as 

well as Par>es to be Interviewed

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
May include ar>facts to review
Other A(achments as Needed

Assessment Assets
Tools used to perform the assessment

Task
Intended schedule of milestones and 

assessment ac>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Result (Current)

January 29, 2021  --  OSCAL Version 1.0.0 -RC-1

Reviewed Controls
Controls to include in the assessment 

we well as associated Control 
Objec>ves and Assessment Methods

Local DefiniMons (Overarching)
When results contain an ac>vity or 

control objec>ve not defined by the 
assessment plan, define it here

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Evidence A<achments:

Reviewed Ar>facts, Interview Notes, 
Screen Shots, Photos, Tool Output

Penetra>on Test Report
Other A(achments as Needed

import Import AP
URI poin>ng to an Assessment Plan

Import SSP
URI poin>ng to an SSP

System Security Plan (SSP)

System CharacterisMcs
System ID, Name, Descrip>on

Sensi>vity/Impact Level
System Informa>on

Service & Deployment Models
Diagrams: Authoriza>on Boundary, 

Network, Data Flow

System ImplementaMon
Users, Components, Inventory

Ports, Protocols, & Services
Interconnec>ons

Control ImplementaMon
Responsible Par>es, Status, Origina>on

Parameter Values, Implementa>on 
Descrip>on, Inheritance,

Consumer Responsibili>es

import

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Import Profile
URI poin>ng to a Profile

Back Ma<er
Laws/Regula>ons, Standards/Guidance

Cita>ons and External Links
AUachments and Embedded Images

Profile (Control Baseline)

Merge
Conflict Direc>ves

Profile Resolu>on Grouping Direc>ves

Modify
Parameter Modifica>ons

Control Requirement Modifica>ons
Control Objec>ve Modifica>ons

Assessment Method Modifica>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments as Needed

Import (Catalog or Profile)

Catalog

Control
Parameter Defini>ons (by Control)
Control Requirement Defini>ons

Control Objec>ves
Assessment Methods

Group (Family)
Grouping of Parameters

Grouping of Controls

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments

Parameter
Parameter Defini>ons (Global)

import
Import (Catalog or Profile)import

Import
URI poin>ng to a Catalog or Profile

Controls to Include
Controls to Exclude

import

Component Defini,on

Capability
A grouping of related components into 

a larger capability

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By

Import Component DefiniMon
URI poin>ng to other component 

defini>on files

Back Ma<er
Cita>ons and External Links

AUachments and Embedded Images

Component
Individual component informa>on, and 

informa>on about controls the 
component is able to sa>sfy

The import arrow iden,fies
what OSCAL content is linked as a result of 
the import statement. Imported content is 

referenced, not copied.

Local DefiniMons
When informa>on in the linked SSP is 
missing or inaccurate, assessors may 

define it here

Terms and CondiMons
Rules of Engagement, Disclosures, 
Limita>on of Liability, Assump>on 

Statements, and Methodology

Assessment AcMon
Enumerates the ac>ons for performing 
the assessment, including procedures 
for performing the assessment ac>on

Local DefiniMons
When informa>on in the linked AP 

or SSP is missing or inaccurate, 
assessors may define it here

A<estaMon
Asser>ons made by the assessor

Assessment Log
Log of performed assessment 

ac>ons

ObservaMon
Individual observa>ons and 

evidence 

Risk
Enumerates and characterizes 

provides status for iden>fied risks

Finding
Iden>fied findings, Objec>ve Status

Plan of Ac,on and Milestones 
(POA&M)

Local DefiniMons
For content not defined in the SSP

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

POA&M Items
POA&M ID, Impacted Controls,

Weakness Details

System IdenMfier
Unique system ID –  used when the SSP 

is not delivered with the POA&M

Import SSP
URI poin>ng to an OSCAL SSP

Back Ma<er
AUachments and Embedded Images

DR Evidence
Other A(achments as Needed

ObservaMon
Individual observa>ons and evidence, 

impacted assets 

Risk
Enumerates, characterizes, iden>fies 

devia>ons, and provides status for 
iden>fied risks

import

im
po

rt

Reviewed Controls
Controls included in the assessment

q Component Definition Model
q System Security Plan (SSP) Model



OSCAL artifacts are like the maritime shipping 
containers!

EXAMPLE: OSCAL Component Definition Model 
allows:
q  Vendors to document the security controls 

implemented by their products
q  System owners or policy makers to define 

‘playbooks’ for system components
q  System owners to test, review and 

provisionally authorize system components
q Reuse the components for different systems
q Ease the system’s documentation generation
q Human-intensive labor of generating SSP to be 

semi-automated
*Courtesy of an Australian collaborator requesting anonymity. 

A Cybersecurity ‘Shipping 
Container*’



The Component Definition …
https://pages.nist.gov/OSCAL/reference/latest/component-definition/
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Component Defini,on
Component Defini,on

Catalog
Profile

Assessment Results (AR)Assessment Plan (AP)

Results (Earlier Cycle)

Results (Last Cycle)

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Assessment Subject
Iden>fies what will be assessed, 

including: Components, Inventory 
Items, Loca>ons, and User Types, as 

well as Par>es to be Interviewed

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
May include ar>facts to review
Other A(achments as Needed

Assessment Assets
Tools used to perform the assessment

Task
Intended schedule of milestones and 

assessment ac>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Result (Current)

January 29, 2021  --  OSCAL Version 1.0.0 -RC-1

Reviewed Controls
Controls to include in the assessment 

we well as associated Control 
Objec>ves and Assessment Methods

Local DefiniMons (Overarching)
When results contain an ac>vity or 

control objec>ve not defined by the 
assessment plan, define it here

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Evidence A<achments:

Reviewed Ar>facts, Interview Notes, 
Screen Shots, Photos, Tool Output

Penetra>on Test Report
Other A(achments as Needed

import Import AP
URI poin>ng to an Assessment Plan

Import SSP
URI poin>ng to an SSP

System Security Plan (SSP)

System CharacterisMcs
System ID, Name, Descrip>on

Sensi>vity/Impact Level
System Informa>on

Service & Deployment Models
Diagrams: Authoriza>on Boundary, 

Network, Data Flow

System ImplementaMon
Users, Components, Inventory

Ports, Protocols, & Services
Interconnec>ons

Control ImplementaMon
Responsible Par>es, Status, Origina>on

Parameter Values, Implementa>on 
Descrip>on, Inheritance,

Consumer Responsibili>es

import

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Import Profile
URI poin>ng to a Profile

Back Ma<er
Laws/Regula>ons, Standards/Guidance

Cita>ons and External Links
AUachments and Embedded Images

Profile (Control Baseline)

Merge
Conflict Direc>ves

Profile Resolu>on Grouping Direc>ves

Modify
Parameter Modifica>ons

Control Requirement Modifica>ons
Control Objec>ve Modifica>ons

Assessment Method Modifica>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments as Needed

Import (Catalog or Profile)

Catalog

Control
Parameter Defini>ons (by Control)
Control Requirement Defini>ons

Control Objec>ves
Assessment Methods

Group (Family)
Grouping of Parameters

Grouping of Controls

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments

Parameter
Parameter Defini>ons (Global)

import
Import (Catalog or Profile)import

Import
URI poin>ng to a Catalog or Profile

Controls to Include
Controls to Exclude

import

Component Defini,on

Capability
A grouping of related components into 

a larger capability

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By

Import Component DefiniMon
URI poin>ng to other component 

defini>on files

Back Ma<er
Cita>ons and External Links

AUachments and Embedded Images

Component
Individual component informa>on, and 

informa>on about controls the 
component is able to sa>sfy

The import arrow iden,fies
what OSCAL content is linked as a result of 
the import statement. Imported content is 

referenced, not copied.

Local DefiniMons
When informa>on in the linked SSP is 
missing or inaccurate, assessors may 

define it here

Terms and CondiMons
Rules of Engagement, Disclosures, 
Limita>on of Liability, Assump>on 

Statements, and Methodology

Assessment AcMon
Enumerates the ac>ons for performing 
the assessment, including procedures 
for performing the assessment ac>on

Local DefiniMons
When informa>on in the linked AP 

or SSP is missing or inaccurate, 
assessors may define it here

A<estaMon
Asser>ons made by the assessor

Assessment Log
Log of performed assessment 

ac>ons

ObservaMon
Individual observa>ons and 

evidence 

Risk
Enumerates and characterizes 

provides status for iden>fied risks

Finding
Iden>fied findings, Objec>ve Status

Plan of Ac,on and Milestones 
(POA&M)

Local DefiniMons
For content not defined in the SSP

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

POA&M Items
POA&M ID, Impacted Controls,

Weakness Details

System IdenMfier
Unique system ID –  used when the SSP 

is not delivered with the POA&M

Import SSP
URI poin>ng to an OSCAL SSP

Back Ma<er
AUachments and Embedded Images

DR Evidence
Other A(achments as Needed

ObservaMon
Individual observa>ons and evidence, 

impacted assets 

Risk
Enumerates, characterizes, iden>fies 

devia>ons, and provides status for 
iden>fied risks

import

im
po

rt

Reviewed Controls
Controls included in the assessment

20

v1.1.3

https://pages.nist.gov/OSCAL/reference/latest/component-definition/
https://pages.nist.gov/OSCAL/reference/latest/component-definition/
https://pages.nist.gov/OSCAL/reference/latest/component-definition/


The Component Definition & Implemented Requirements
https://pages.nist.gov/OSCAL/reference/latest/component-definition/
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Component Defini,on
Component Defini,on

Catalog
Profile

Assessment Results (AR)Assessment Plan (AP)

Results (Earlier Cycle)

Results (Last Cycle)

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Assessment Subject
Iden>fies what will be assessed, 

including: Components, Inventory 
Items, Loca>ons, and User Types, as 

well as Par>es to be Interviewed

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
May include ar>facts to review
Other A(achments as Needed

Assessment Assets
Tools used to perform the assessment

Task
Intended schedule of milestones and 

assessment ac>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Result (Current)

January 29, 2021  --  OSCAL Version 1.0.0 -RC-1

Reviewed Controls
Controls to include in the assessment 

we well as associated Control 
Objec>ves and Assessment Methods

Local DefiniMons (Overarching)
When results contain an ac>vity or 

control objec>ve not defined by the 
assessment plan, define it here

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Evidence A<achments:

Reviewed Ar>facts, Interview Notes, 
Screen Shots, Photos, Tool Output

Penetra>on Test Report
Other A(achments as Needed

import Import AP
URI poin>ng to an Assessment Plan

Import SSP
URI poin>ng to an SSP

System Security Plan (SSP)

System CharacterisMcs
System ID, Name, Descrip>on

Sensi>vity/Impact Level
System Informa>on

Service & Deployment Models
Diagrams: Authoriza>on Boundary, 

Network, Data Flow

System ImplementaMon
Users, Components, Inventory

Ports, Protocols, & Services
Interconnec>ons

Control ImplementaMon
Responsible Par>es, Status, Origina>on

Parameter Values, Implementa>on 
Descrip>on, Inheritance,

Consumer Responsibili>es

import

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Import Profile
URI poin>ng to a Profile

Back Ma<er
Laws/Regula>ons, Standards/Guidance

Cita>ons and External Links
AUachments and Embedded Images

Profile (Control Baseline)

Merge
Conflict Direc>ves

Profile Resolu>on Grouping Direc>ves

Modify
Parameter Modifica>ons

Control Requirement Modifica>ons
Control Objec>ve Modifica>ons

Assessment Method Modifica>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments as Needed

Import (Catalog or Profile)

Catalog

Control
Parameter Defini>ons (by Control)
Control Requirement Defini>ons

Control Objec>ves
Assessment Methods

Group (Family)
Grouping of Parameters

Grouping of Controls

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments

Parameter
Parameter Defini>ons (Global)

import
Import (Catalog or Profile)import

Import
URI poin>ng to a Catalog or Profile

Controls to Include
Controls to Exclude

import

Component Defini,on

Capability
A grouping of related components into 

a larger capability

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By

Import Component DefiniMon
URI poin>ng to other component 

defini>on files

Back Ma<er
Cita>ons and External Links

AUachments and Embedded Images

Component
Individual component informa>on, and 

informa>on about controls the 
component is able to sa>sfy

The import arrow iden,fies
what OSCAL content is linked as a result of 
the import statement. Imported content is 

referenced, not copied.

Local DefiniMons
When informa>on in the linked SSP is 
missing or inaccurate, assessors may 

define it here

Terms and CondiMons
Rules of Engagement, Disclosures, 
Limita>on of Liability, Assump>on 

Statements, and Methodology

Assessment AcMon
Enumerates the ac>ons for performing 
the assessment, including procedures 
for performing the assessment ac>on

Local DefiniMons
When informa>on in the linked AP 

or SSP is missing or inaccurate, 
assessors may define it here

A<estaMon
Asser>ons made by the assessor

Assessment Log
Log of performed assessment 

ac>ons

ObservaMon
Individual observa>ons and 

evidence 

Risk
Enumerates and characterizes 

provides status for iden>fied risks

Finding
Iden>fied findings, Objec>ve Status

Plan of Ac,on and Milestones 
(POA&M)

Local DefiniMons
For content not defined in the SSP

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

POA&M Items
POA&M ID, Impacted Controls,

Weakness Details

System IdenMfier
Unique system ID –  used when the SSP 

is not delivered with the POA&M

Import SSP
URI poin>ng to an OSCAL SSP

Back Ma<er
AUachments and Embedded Images

DR Evidence
Other A(achments as Needed

ObservaMon
Individual observa>ons and evidence, 

impacted assets 

Risk
Enumerates, characterizes, iden>fies 

devia>ons, and provides status for 
iden>fied risks

import

im
po

rt

Reviewed Controls
Controls included in the assessment

Defines how the component or capability supports a set of controls.

https://pages.nist.gov/OSCAL/reference/latest/component-definition/
https://pages.nist.gov/OSCAL/reference/latest/component-definition/
https://pages.nist.gov/OSCAL/reference/latest/component-definition/


Snippet of a Component Definition Instance in JSON
https://github.com/usnistgov/oscal-content/blob/main/examples/component-definition/json/example-component-definition.json

NOTE: some OSCAL assemblies 
(e.g. `responsible-roles`, 
`protocols`, etc.) are collapsed



OSCAL & SBOMs are Complementary 

Data Type SPDX CycloneDX OSCAL

Software component 
metadata

✅ ✅ ✅ (indirectly)

Licenses and legal info ✅ ✅ ❌

Package relationships 
(dependencies)

✅ ✅ ✅ (modelable)

Vulnerability info Limited ✅ ✅

Security controls ❌ Limited ✅

Provenance & trust 
(e.g., hashes)

✅ ✅ ✅

Cryptographic 
elements (signatures)

✅ (optional) ✅ ✅



Component Definitions      
& BOMs
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Component Defini,on
Component Defini,on

Catalog
Profile

Assessment Results (AR)Assessment Plan (AP)

Results (Earlier Cycle)

Results (Last Cycle)

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Assessment Subject
Iden>fies what will be assessed, 

including: Components, Inventory 
Items, Loca>ons, and User Types, as 

well as Par>es to be Interviewed

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
May include ar>facts to review
Other A(achments as Needed

Assessment Assets
Tools used to perform the assessment

Task
Intended schedule of milestones and 

assessment ac>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Result (Current)

January 29, 2021  --  OSCAL Version 1.0.0 -RC-1

Reviewed Controls
Controls to include in the assessment 

we well as associated Control 
Objec>ves and Assessment Methods

Local DefiniMons (Overarching)
When results contain an ac>vity or 

control objec>ve not defined by the 
assessment plan, define it here

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Evidence A<achments:

Reviewed Ar>facts, Interview Notes, 
Screen Shots, Photos, Tool Output

Penetra>on Test Report
Other A(achments as Needed

import Import AP
URI poin>ng to an Assessment Plan

Import SSP
URI poin>ng to an SSP

System Security Plan (SSP)

System CharacterisMcs
System ID, Name, Descrip>on

Sensi>vity/Impact Level
System Informa>on

Service & Deployment Models
Diagrams: Authoriza>on Boundary, 

Network, Data Flow

System ImplementaMon
Users, Components, Inventory

Ports, Protocols, & Services
Interconnec>ons

Control ImplementaMon
Responsible Par>es, Status, Origina>on

Parameter Values, Implementa>on 
Descrip>on, Inheritance,

Consumer Responsibili>es

import

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Import Profile
URI poin>ng to a Profile

Back Ma<er
Laws/Regula>ons, Standards/Guidance

Cita>ons and External Links
AUachments and Embedded Images

Profile (Control Baseline)

Merge
Conflict Direc>ves

Profile Resolu>on Grouping Direc>ves

Modify
Parameter Modifica>ons

Control Requirement Modifica>ons
Control Objec>ve Modifica>ons

Assessment Method Modifica>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments as Needed

Import (Catalog or Profile)

Catalog

Control
Parameter Defini>ons (by Control)
Control Requirement Defini>ons

Control Objec>ves
Assessment Methods

Group (Family)
Grouping of Parameters

Grouping of Controls

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments

Parameter
Parameter Defini>ons (Global)

import
Import (Catalog or Profile)import

Import
URI poin>ng to a Catalog or Profile

Controls to Include
Controls to Exclude

import

Component Defini,on

Capability
A grouping of related components into 

a larger capability

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By

Import Component DefiniMon
URI poin>ng to other component 

defini>on files

Back Ma<er
Cita>ons and External Links

AUachments and Embedded Images

Component
Individual component informa>on, and 

informa>on about controls the 
component is able to sa>sfy

The import arrow iden,fies
what OSCAL content is linked as a result of 
the import statement. Imported content is 

referenced, not copied.

Local DefiniMons
When informa>on in the linked SSP is 
missing or inaccurate, assessors may 

define it here

Terms and CondiMons
Rules of Engagement, Disclosures, 
Limita>on of Liability, Assump>on 

Statements, and Methodology

Assessment AcMon
Enumerates the ac>ons for performing 
the assessment, including procedures 
for performing the assessment ac>on

Local DefiniMons
When informa>on in the linked AP 

or SSP is missing or inaccurate, 
assessors may define it here

A<estaMon
Asser>ons made by the assessor

Assessment Log
Log of performed assessment 

ac>ons

ObservaMon
Individual observa>ons and 

evidence 

Risk
Enumerates and characterizes 

provides status for iden>fied risks

Finding
Iden>fied findings, Objec>ve Status

Plan of Ac,on and Milestones 
(POA&M)

Local DefiniMons
For content not defined in the SSP

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

POA&M Items
POA&M ID, Impacted Controls,

Weakness Details

System IdenMfier
Unique system ID –  used when the SSP 

is not delivered with the POA&M

Import SSP
URI poin>ng to an OSCAL SSP

Back Ma<er
AUachments and Embedded Images

DR Evidence
Other A(achments as Needed

ObservaMon
Individual observa>ons and evidence, 

impacted assets 

Risk
Enumerates, characterizes, iden>fies 

devia>ons, and provides status for 
iden>fied risks

import

im
p

o
rt

Reviewed Controls
Controls included in the assessment

Link to component’s 
(S)BOM or (H)BOM 

depending on its type.
(SPDX, CyclonDX)

Link to a SWID

Import Component Defs



The SSP Model
https://pages.nist.gov/OSCAL/reference/latest/system-security-plan/json-outline/
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Component Defini,on
Component Defini,on

Catalog
Profile

Assessment Results (AR)Assessment Plan (AP)

Results (Earlier Cycle)

Results (Last Cycle)

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Assessment Subject
Iden>fies what will be assessed, 

including: Components, Inventory 
Items, Loca>ons, and User Types, as 

well as Par>es to be Interviewed

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
May include ar>facts to review
Other A(achments as Needed

Assessment Assets
Tools used to perform the assessment

Task
Intended schedule of milestones and 

assessment ac>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Result (Current)

January 29, 2021  --  OSCAL Version 1.0.0 -RC-1

Reviewed Controls
Controls to include in the assessment 

we well as associated Control 
Objec>ves and Assessment Methods

Local DefiniMons (Overarching)
When results contain an ac>vity or 

control objec>ve not defined by the 
assessment plan, define it here

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Evidence A<achments:

Reviewed Ar>facts, Interview Notes, 
Screen Shots, Photos, Tool Output

Penetra>on Test Report
Other A(achments as Needed

import Import AP
URI poin>ng to an Assessment Plan

Import SSP
URI poin>ng to an SSP

System Security Plan (SSP)

System CharacterisMcs
System ID, Name, Descrip>on

Sensi>vity/Impact Level
System Informa>on

Service & Deployment Models
Diagrams: Authoriza>on Boundary, 

Network, Data Flow

System ImplementaMon
Users, Components, Inventory

Ports, Protocols, & Services
Interconnec>ons

Control ImplementaMon
Responsible Par>es, Status, Origina>on

Parameter Values, Implementa>on 
Descrip>on, Inheritance,

Consumer Responsibili>es

import

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

Import Profile
URI poin>ng to a Profile

Back Ma<er
Laws/Regula>ons, Standards/Guidance

Cita>ons and External Links
AUachments and Embedded Images

Profile (Control Baseline)

Merge
Conflict Direc>ves

Profile Resolu>on Grouping Direc>ves

Modify
Parameter Modifica>ons

Control Requirement Modifica>ons
Control Objec>ve Modifica>ons

Assessment Method Modifica>ons

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments as Needed

Import (Catalog or Profile)

Catalog

Control
Parameter Defini>ons (by Control)
Control Requirement Defini>ons

Control Objec>ves
Assessment Methods

Group (Family)
Grouping of Parameters

Grouping of Controls

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Ma<er
Laws/Regula>ons,

Standards/Guidance
Cita>ons and External Links

Other A(achments

Parameter
Parameter Defini>ons (Global)

import
Import (Catalog or Profile)import

Import
URI poin>ng to a Catalog or Profile

Controls to Include
Controls to Exclude

import

Component Defini,on

Capability
A grouping of related components into 

a larger capability

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By

Import Component DefiniMon
URI poin>ng to other component 

defini>on files

Back Ma<er
Cita>ons and External Links

AUachments and Embedded Images

Component
Individual component informa>on, and 

informa>on about controls the 
component is able to sa>sfy

The import arrow iden,fies
what OSCAL content is linked as a result of 
the import statement. Imported content is 

referenced, not copied.

Local DefiniMons
When informa>on in the linked SSP is 
missing or inaccurate, assessors may 

define it here

Terms and CondiMons
Rules of Engagement, Disclosures, 
Limita>on of Liability, Assump>on 

Statements, and Methodology

Assessment AcMon
Enumerates the ac>ons for performing 
the assessment, including procedures 
for performing the assessment ac>on

Local DefiniMons
When informa>on in the linked AP 

or SSP is missing or inaccurate, 
assessors may define it here

A<estaMon
Asser>ons made by the assessor

Assessment Log
Log of performed assessment 

ac>ons

ObservaMon
Individual observa>ons and 

evidence 

Risk
Enumerates and characterizes 

provides status for iden>fied risks

Finding
Iden>fied findings, Objec>ve Status

Plan of Ac,on and Milestones 
(POA&M)

Local DefiniMons
For content not defined in the SSP

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca>ons

POA&M Items
POA&M ID, Impacted Controls,

Weakness Details

System IdenMfier
Unique system ID –  used when the SSP 

is not delivered with the POA&M

Import SSP
URI poin>ng to an OSCAL SSP

Back Ma<er
AUachments and Embedded Images

DR Evidence
Other A(achments as Needed

ObservaMon
Individual observa>ons and evidence, 

impacted assets 

Risk
Enumerates, characterizes, iden>fies 

devia>ons, and provides status for 
iden>fied risks

import

im
po

rt

Reviewed Controls
Controls included in the assessment



The System Security Plan Model …
https://pages.nist.gov/OSCAL/reference/latest/system-security-plan/json-outline/
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System Security Plan (SSP)

Control Implementa-on
Implemented Requirement (AC-1)

System Characteris.cs

System Implementa.on

Metadata
role, party (person/org/team)

Import Profile

Back Ma:er
A0achments and Cita6ons

Component (Linux OS)

System Inventory

Set ParameterSet ParameterInventory Item

User

Component (Access Control Process)
Component [This System] *

Leveraged Authoriza-on

Implemented Requirement (AC-2)

Implemented Requirement (AC-3)

* Every SSP, must have a component 
represen6ng the whole system.

Implemented Requirement (ac-2)

Statement (ac-2_smt.a)

Statement (ac-2_smt.b)

By Component (This System)

Responsible Role(s)

By Component (Linux OS)

Set ParameterSet ParameterSet Parameter

Control Sa-sfac-on Descrip-on

Implementa-on Status (Annota-on)

Control Origina-on (Annota-on)

Customer Responsibility Stmnt

Scope

Statement (ac-2_smt.c)

Component Model

Component (Linux OS)

Implemented Requirement (AC-2)

Statement (ac-2_smt.a)

Component Descrip-on

uuid of Component

Metadata

Back Mater

Statement (ac-2_smt.b)

Statement (ac-2_smt.c)

Component Definition (CDef)

25



La
ye

rs
 M

an
ag

ed
by

 C
on

su
m

er
s

La
ye

rs
 M

an
ag

ed
by

 P
ro

vi
de

rs

A
U

T
H

O
R

IZ
IN

G
  O

F
F

IC
IA

L

C
O

N
T

IN
U

O
U

S
   

   
   

   
  U

P
W

A
R

D
S

 R
E

P
O

R
T

IN
G

CLOUD 
PROVIDER

CLOUD 
CONSUMER



Cu
st

om
er

 
O

rg
.

Le
ve

ra
gi

ng
 

Sy
st

em
Le

ve
ra

ge
d 

Sy
st

em

SaaS B

SaaS C

Cust 
1

Cust 
2

Cust 
3

Cust 
4

Cust 
5

Cust 
6

SaaS
A

ResponsibilityProvidedIaaS

SaMsfiedInherited

ResponsibilityProvided

The Shared Responsibility (SR) Model

32
G

en
er

al
 

Su
pp

or
t 

Sy
st

em Storage Area 
Network

Cu
st

om
er

 
O

rg
.

Le
ve

ra
gi

ng
 

Sy
st

em

System A

Sys B

Cust 
1

Cust 
2

Cust 
3

Cust 
4

Cust 
5

Cust 
6

AcMve Directory
w/SSO

Network 
Infrastructure

leveraged -authorizaMon L.A. L.A.
Component Comp Comp

SaMsfiedInherited SI SI

RespProv RespProv RespProv

(prototype)



33

Assessment Plan (AP) 
& 

Assessment Results (AR)

Assessment Results (AR)

Results (Earlier Cycle)
Results (Last Cycle)

Assessment Subject
Iden6fies what will be assessed:

Components, Inventory Items, Loca6ons, 
User Types, Interview Par6es

(Assessment) Assets
Iden6fies what is used to perform the 

assessment: 
Assessment Team, Penetra6on Test Team, 

System Owner Test POCs, Tools Used, 
Methodology Used

Assessment Ac.vi.es
Schedule, Manual Tests, 

Penetra6on Test, Out-of-scope Ac6vi6es

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Loca6ons

Results (Current)
TCW Observa6ons/Evidence

Findings: Interviews, Scanner Tools, 
Automated/Manual/Penetra6on Tests 

Iden6fied Risks, Risk Calcula6ons
Recommended Remedia6on

Objec.ves
In-Scope Controls, Control Objec6ves, & 

Assessment Methods

Back Ma:er
Laws/Regula6ons, Standards/Guidance

Evidence A:achments:
Reviewed Ar6facts, Interview Notes, Screen 

Shots, Photos, Tool Reports,  Raw Output
Penetra6on Test Report

Other A(achments as Needed

Import AP
URI poin6ng to an Assessment Plan

Results (Last Cycle)

Findings / Observa6ons
Iden6fied Risks, 

Calcula6ons Devia6ons
Recommenda6ons 
 Remedia6on Plans

Evidence Descrip6ons and Links
Disposi6on Status

Results (Ini.al Cycle)

Findings / Observa6ons
Iden6fied Risks, 

Calcula6ons Devia6ons
Recommenda6ons 
 Remedia6on Plans

Evidence Descrip6ons and Links
Disposi6on Status

q Overlapping syntax
q Similar but distinct purposes
q Unique to AR: Results and Evidence

Continuous Assessment Approach
q Assessment  Plan: 

q What should be tested/inspected, 
how, and with which frequency

q Assessment Results: 
q Time-slice of results

                                                                                                                      

Local Definitions
When information in the linked AP or SSP is 

missing or inaccurate, assessors may define it here 

Assessment Subject
Identifies what was assessed, including: 

Components, Inventory Items, Locations, and User 
Types, as well as Parties to be interviewed

Assessment Assets
Tools used to perform the assessment

Attestation
Assertions made by the assessor 

Assessment Log
Log of performed assessment actions 

Observation
Individual observations and evidence

Risk
Enumerates and characterizes risks and 

weaknesses, provides risk status

Finding
Identified findings, Objective Status

Reviewed Controls
Controls included in the assessment



OSCAL POA&M Model 

System Security Plan (SSP)

Control Implementa-on
Implemented Requirement (AC-1)

System Characteris.cs

System Implementa.on

Metadata
role, party (person/org/team)

Import Profile

Back Ma:er
A0achments and Cita6ons

Component (Linux OS)

System Inventory

Set ParameterSet ParameterInventory Item

User

Component (Access Control Process)
Component [This System] *

Leveraged Authoriza-on

Implemented Requirement (AC-2)

Implemented Requirement (AC-3)

* Every SSP, must have a component 
represen6ng the whole system.

Assessment Results (AP)

Results (Earlier Cycle)
Results (Last Cycle)

Assessment Subject

Assets

Objec.ves

Assessment Ac.vi.es

Import Assessment Plan

Results (Current)
Findings / Observa6ons

Iden6fied Risks, Calcula6ons Devia6ons
Recommenda6ons and Remedia6on Plans

Evidence Descrip6ons and Links
Disposi6on Status

Assessment Results (AR)

Local Definitions

Results (Current)
Local Definitions

Reviewed Controls
Assessment Subject
Assessment Assets

Attestations / Assessment Log

Plan of Ac2on and Milestones (POA&M)

Metadata
Title, Version, Date

Roles, People, Organiza6ons

Import SSP
Pointer to FedRAMP System Security Plan

Back MaRer
Cita6ons and External Links

AEachments and Embedded Images
Evidence (Vendor Check-Ins, DR Evidence)

POA&M Items
POA&M Item

Unique ID, Impacted Control

POA&M Item
POA&M Item

System Iden-fier
Unique system ID

Local Defini-ons
For content not defined in the SSP

Risk Informa-on
Title, Source, CVE#, Severity

Remedia-on Ac-vi-es
Plan, Schedule, Resolu6on Date, 
Remedia6on Status

Devia-ons
Status (Inves6ga6ng, Pending, Approved)

False Posi-ve (FP)

Opera-onal Requirement (OR)

Risk Adjustment (RA)

Vendor Dependencies
Evidence and Check-Ins

Observa-ons

CVSS Metrics

Local Definitions
Observations, Risks



Sometimes Security Is Not Enough – Resilience Is the Key

OSCAL supports:
q Security left-shifting by pre-assessing the 

system’s components
q Include pointers to SBOMs (when 

applicable)
q Assessment of only component’s 

deployments specifics.
q Analysis of the interaction between 

components
q Traceability of controls to their origination 

and complete assessment across stacks
q Right-shifting the response to findings and 

identified risks



Digital Twin-based Intelligent 
Continuous System Risk 

Management 



AI
Artificial Intelligence
THE LATEST INFLECTION POINT IN 

MODERN TECHNOLOGICAL EVOLUTION

Coupled with OSCAL formatted data, AI 
eliminates extensive manual efforts by:
qaccelerating control evaluations, 
q correlating evidence, 
q identifying anomalies,
qautomating aspects of continuous monitoring

Essential to realizing AI full potential:
Ø security, 
Ø safety, 
Ø trustworthiness
Ø transparency, 
Ø robustness, 
Ø protection against misuse



From Cybersecurity to Resiliency

A resilient system must:
PROTECT itself by safeguarding critical services 
and reducing the likelihood or impact of 
cybersecurity events. 
DETECT anomalies and threats quickly and 
accurately, ensuring that emerging risks are 
recognized before they escalate. 
RESPOND promptly and effectively to detected 
events, containing damage and restoring normal 
operations

OSCAL allows those functions, their categories and 
subcategories as defined in the CSF, to be digitally 
mapped to controls from any adopted regulatory 
framework, to continuously assess system’s 
resilience.



OSCAL FOUNDATION

COMMUNITY INITIATIVES



The Future of OSCAL 

• Assess OSCAL models’ maturity through international adoption
• Technology transfer - International standardization
• System telemetry collection & native integration
• Robust support for reciprocity (control mapping model)

OSCAL Adoption Today



OSCAL VIRTUAL ESCALE ROOM

OSCALER-play.mov
https://pages.nist.gov/OSCALER/src/Escape-Room-Cover-Story.html


Key Takeaways

Open Security Controls Assessment 
Language (OSCAL) supports 
interoperable security automation 
processes  with standardized, open-
source digital formats.

OSCAL is a set of digital formats not a 
tool and can represent and support the 
regulatory frameworks of choice.

OSCAL + ((S/H)BOM + AI) set the 
foundation for building intelligent 
resilience and self-healing capabilities.

1

2

3



THANK YOU !!

The OSCAL project is developed openly on 
GitHub.com

MAIN Repository – there are many related ones: 
https://github.com/usnistgov/OSCAL

Project Website: https://www.nist.gov/oscal

Contact the team: oscal@nist.gov 

https://github.com/usnistgov/OSCAL
https://www.nist.gov/oscal
mailto:oscal@nist.gov

