
Fruit of the 
Poisonous Tree

Privacy, AI, and the Scaling Era’s Original Sin



AI Development Life Cycle

Plan and 
design

Build / 
select

Deploy Retire / 
decommission

Collect and 
prepare data

TEVV Monitor and 
maintain



The Risk

• Foundation models have been trained on massive amounts 
of publicly available data scraped from the internet.

• This includes unconsented personally identifiable 
information and sensitive data.

• The collection and processing of this data is non-compliant
with global laws and regulations.

• Organizations building or procuring models trained on this 
data expose themselves to significant legal, financial, and 
operational risk.
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DataComp CommonPool

• Publicly available image-text dataset
• 12.8 billion samples from the web
• Subset of Common Crawl

• Massive, open-source repository of web crawl data



What does DataComp include?

• Estimated 
• 102 million images of human faces
• 200,000 resumes, including SSNs, disability status, DOB, 

dependents
• Credit cards (with security codes), driver's licenses, 

passports, birth certificates
• Children's information (names, faces, birth certificates, 

health status)
• Precise metadata (names, GPS coordinates) 



Popularity

• Over 2 million downloads (June 2025)
• Precursor LAION-5B used to train well-known image 

generation models like Midjourney, Stable Diffusion, 
Google's Imagen (Nano Banana)

• Common Crawl used to train GPT, LLaMa, and PaLM
• Minaee, S., Mikolov, T., Nikzad, N., Chenaghlu, M., Socher, R., 

Amatriain, X., & Gao, J. (2025). Large language models: A survey
(arXiv:2402.06196v3). arXiv. 
https://doi.org/10.48550/arXiv.2402.06196



Transparency 
Scores Declining
Stanford University, The Foundational 
Model Transparency Index



FTMI Dimensions



Privacy Risk (Jan. 2025)

• 144 countries w/ comprehensive national data privacy laws
• 82% of the world's population; 6.64 billion people

• 100% Europe
• 70-85% Americas
• 76% Africa

• US: 19 states with comprehensive privacy legislation (Oct. 
25)



Legal Precarity

• Publicly available ≠ free from legal obligations
• I.e., personal data does not lose protected status because it's on the 

internet
• What is the lawful basis for processing?
• How will data subjects exercise rights?



GDPR: Lawful Basis

• Consent
• Contract
• Vital interest
• Legal obligation
• Public interest
• Legitimate interest



GDPR: Data Subject Rights

• Informed
• Access
• Rectification
• Erasure
• Restrict processing
• Data portability
• Object
• Automated decision-making, profiling



Laws with Similar Requirements

• US, California Consumer Privacy Act (CCPA)
• Brazil, LGPD
• PRC, PIPL
• India, DPDPA
• South Africa, POPIA



AI Risk (Jan. 2026)

• EU AI Act, Article 53
• CA AB 2013, Gen AI Training Data Transparency Act
• PRC Interim Measures on the Management of Gen AI 

Services
• US Federal Government

• FY26 NDAA Sec. 1533, AI Model Assessment and Oversight
• OMB M-26-04, “Increasing Public Trust in AI through Unbiased AI 

Principles”



EU AI Act

• Article 53, General Purpose AI (GPAI)
• Data provenance documentation
• Curation methodologies
• Number of data points, main characteristics

• “Template for the Public Summary of Training Content for 
General-Purpose AI Models”



Article 53
“Template for the Public Summary of 
Training Content for General-Purpose 
AI Models”



CA AB 2013

• Generative AI Training Data Transparency Act
• Sources and ownership
• Data characteristics
• IP and copyright status
• Personal information
• Data provenance
• Processing methods



Penalties

• Fines for non-compliance
• GDPR: up to €20 million or 4% of global annual turnover
• EU AI Act: up to €15 million or 3% of global annual turnover

• Algorithmic disgorgement, dataset deletion
• Sanctions, technical blocking
• Legal obsolescence (i.e., model functional, but unlawful)



2021

FTC & 
Everalbum

2023 2024 2025

2022 2023 2025
FTC & 
Kurbo

Italian DPA 
& OpenAI

FTC & 
Ring

FTC & 
Rite Aid

ACLU v. 
Clearview 

AI

European 
Commission & 

Google



Licensing & ToS Expansion
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What can we do?

• In-house development
• Third-party risk management



In-house Development (1)

• Internal, enterprise data
• Public domain, openly licensed datasets

• Common Pile
• Common Corpus

• Commercially licensed datasets
• Reddit, Toll-Wall news content
• Bloomberg
• Reuters
• Data annotation firms (e.g., Scale AI)



In-house Development (2)

• Privacy-enhancing technologies
• E.g., anonymization, de-identification, differential privacy

• Synthetic data 
• E.g., Gretel.ai, Mostly.ai

• Inventory your "scrapers"
• Ask data science team: using Common Crawl? Or web-scraping 

scripts? If yes, audit.
• On lawful basis: EDPB Opinion 28/2024



TPRM

• Request documentation
• AI Bill of Materials (AIBOM)
• Data provenance
• Model, system cards
• Privacy / Data Protection Impact Assessments

• Data Processing Agreements
• Request broad legal indemnification



What haven’t we discussed?

• Shadow AI
• Security safeguards throughout data pipeline, AIDLC
• Retention and disposal
• Input, output validation, handling
• Adversarial ML attacks
• Transparency, explainability requirements



Questions


