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Critical - Critical risk means that a threat event could be
expected to have multiple severe or catastrophic adverse
effects on organizational operations, organizational assets,
individuals, other organizations, or the Nation.

High - High risk means that a threat event could be expected
to have a severe or catastrophic adverse effect on
organizational operations, organizational assets, individuals,
other organizations, or the Nation.

Moderate - Moderate risk means that a threat event could
be expected to have a serious adverse effect on
organizational operations, organizational assets, individuals,
other organizations, or the Nation.

Low - Low risk means that a threat event could be expected
to have a limited adverse effect on organizational
operations, organizational assets, individuals, other
organizations, or the Nation.

Minimal - Minimal risk means that a threat event could be
expected to have a negligible adverse effect on
organizational operations, organizational assets, individuals,
other organizations, or the Nation.
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Likelihood of Risk
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NIST NVDB & Exploit Database

» NIST National Vulnerability Database (NVD)

>

>

>

>

U.S. government repository of standards based vulnerability management data
represented using the Security Content Automation Protocol (SCAP).

This data enables automation of vulnerability management, security measurement,
and compliance.

The NVD includes databases of security checklist references, security-related software
flaws, misconfigurations, product names, and impact metrics.

https://nvd.nist.gov/

» Exploit Database

>

>

The Exploit Database is a non-profit project that is provided as a public service by
OffSec, an information security training company

The Exploit Database is a CVE compliant archive of public exploits and corresponding
vuIneraEle software, developed for use by penetration testers and vulnerability
researchers.

» hittps://www.exploit-db.com/



https://nvd.nist.gov/
http://cve.mitre.org/data/refs/refmap/source-EXPLOIT-DB.html
https://www.exploit-db.com/

Security Content Automation
Profocol (SEEE

» The Security Content Automation Protocol (SCAP) utilizes the following

standards
o Open Vulnerability and Assessment Language (OVAL)
o Open Checklist Interactive Language (OCIL)
o Common Platform Enumeration (CPE)
» Structured naming scheme for information technology systems, software, and packages
o Software Identification (SWID) Tags
o Common Configuration Enumeration (CCE)
o Common Vulnerabilities and Exposures (CVE)
« List of records—each containing an identification number, a description, and at least one
public reference—for publicly known cybersecurity vulnerabilities
o Common Vulnerability Scoring System (CVSS)

« Common Configuration Scoring System (CCSS)




Risk Matrix Showing Prioritized
Resultfs

B0 Risks Tracked in Risk Register
¥ 14 Red

¥ 29 Yellow

¥ 37 Green
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5 Risks are Top-Level Prioritized

Program Risks

¥ 1 is a programmatic risk

¥ 3 are technical risks

¥ 1is a business risk
2 3 q
Consequence




Binary risk method

DETERMINE LIKELIHUUD
> The I’iSl( CO-I-egory Of LOW/Med|Um/H|gh iS Answer YES (Y) or NO (N) to the questions below

deTermined Through a Series Of Ten binGry 1 Can the attack be completed with common skills?
questions, e.g., threat scope, protection
weaknesses, the efficacy of attfacks, and
impact of aftfack.

2 Can the attack be completed without significant resources?
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3 Is the asset undefended?

> The STCIﬂdC”:d prOVIdeS some deflﬂﬂ:lon fOI’ 4 Are there known weaknesses in the current defences?
each question and how to determine a NN YN Y+Y NN YEN Y5Y NN YEN Y+Y
YES or NO answer. e
A

PROTECTION
WEAKNESS

EFFICACY

5 s the vulnerability in the asset always present?
6 Can the attack be performed w/o meeting pre-conditions?
N+N: Y+N:Y+Y N+N:Y+N:Y+Y N+N:Y+N:Y+Y

OCCURENCE

YOU HAVE DETERMINED THREAT LIKELIHOOD )




Stakeholder Specific Vulnerabllity
Classific OO RN

» Developed by Carnegie Mellon University Software Engineering Institute (SEl)

» Funding by the US Department of Homeland Security (DHS) / Cybersecurity and
Infrastructure Security Agency (CISA)

» Prioritization of weaknesses and vulnerabilities in systems based on their risk.
» Four questions that determine categories of risk-based action:s.

» |Is there an exploite

» How hard/costly 1o fixe

» How much impact does the vulnerability have on the system (criticality of part)?

» Are there safety/mission impacts that mattere
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Conducting Risk Assessments

Per NIST Special Publication (SP) 800-30 Revision 1, Guide for
Conducting Risk Assessments, Risk assessments can help organizations:

» Determine the most appropriate risk responses to ongoing cyber
attacks or threats from man-made or natural disasters;

» Guide investment strategies and decisions for the most effective
cyber defenses to help protect organizational operations (including
missions, functions, image, and reputation), organizational assets,
individuals, other organizations, and the Nation; and

» Maintain ongoing situational awareness with regard to the security
state of organizational information systems and the environments in
which the systems operate.



RISK ASSESSMENT PROCESS

Summary of Key Activities — Maintaining Risk
ASS@SS me nTS Preparing for Risk Assessment

(Derived from Organizational Risk Frame)
» |dentify key risk factors that have been :
identified for ongoing monitoring.

» Determine frequency of risk factor monitoring
activities and the circumstances under which
the risk assessment needs to be updated.

» Reconfirm the purpose, scope, and
assumptions of the risk assessment.

» Conduct the appropriate risk assessment tasks,
as needed.

» Communicate the updated risk assessment
results to appropriate organizational Determine Risk
stakeholders.

Identify Threat
Sources and Events

Identify Vulnerabilities
Predisposing Conditions

Determine Likelihood
of Occurrence

Determine Impact

Maintaining Risk Assessment
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Communicate Risk

» MITRE ATT&CK®

» Globally-accessible knowledge base of adversary tactics and
techniques based on real-world observations.

» The ATTI&CK knowledge base is used as a foundation for the
development of specific threat models and methodologies in the
private sector, in government, and in the cybersecurity product and

service community.

» MITRE D3FND
» MITRE D3FEND™ is a knowledge base—defined as a "knowledge-graph

» Library of defensive cybersecurity countermeasures, fechnical
components, and their associations and capabilities.

» Complementary to the MITRE ATT&CK® framework of cyber adversaries’
Tactics, Techniques, and Procedures (TTP).
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MITRE ATT&CK®

MITRE | ATT&CK
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Course of Action (COA) Evaluation
Criterio

Operational Overhead
Ease of Use

Central Management

Initial Cost

Sustainment Cost

Criteria of higher importance have higher weight.




Course of Aclion {COA|
Comparison

2 2 1

Product 3 (6) 3 (6) 1 (1)
|

Product 2 (4) 2 (4) 2 (2)
2

Product 1(2) 1(2) 3 (3)
3

« Largest value for each evaluation criteria indicates highest rank
(from 3 to 1).

« Rank is multiplied by Weight to obtain score in parentheses.

« Largest Total is the Recommended Product.




Incident Response

» NIST SP 800-61 Computer Security Incident Handling Guide

» Hold mock interviews and press conferences during
incident handling exercises. Example Media Questions:

Ve V.-V

A4

Who attacked you? Whye
When did it happen?
How did it happen?

Did this happen because you have poor security
practicese

How widespread is this incident?

What steps are you taking to determine what happened
and to prevent future occurrences?

What is the impact of this incident?e
Was any personally identifiable information (Pll) exposed?

What is the estimated cost of this incident?
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