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RMF CMMC

0 – Prepare OSC Prepares for Certification

1 – Categorize
[FIPS 199, NIST SP 800-60] 

Contracts - FCI (Level 1) or CUI (Level 2+)
[FIPS 199]

2 – Select
[NIST SP 800-53B]

CMMC Model Levels
[FAR, NIST SP 800-171, NIST SP 800-172]

3 – Implement OSC Implement Practices

4 – Assess
[NIST SP 800-53A]

CMMC Assessment Process (CAP)
[NIST SP 800-171A]

5 – Authorize 
Authority to Operate (ATO)

C3PAO issues CMMC certification

6 – Monitor OSC monitors controls - 3.12.3



RMF CAP

4 – Assess Phase 1 – Plan and Prepare the Assessment
Phase 2 – Conduct the Assessment

5 – Authorize Phase 3 – Report Recommended Assessment Results
Phase 4 – Close-out POA&Ms and Assessment

6 – Monitor 3-year C3PAO assessment cycle







https://cyberab.org/CMMC-Ecosystem/Ecosystem-roles




https://csrc.nist.gov/glossary
https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting
https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf
https://dodcio.defense.gov/CMMC/About/
https://dodcio.defense.gov/Portals/0/Documents/CMMC/Scope_Level2_V2.0_FINAL_20211202_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/Scope_Level2_V2.0_FINAL_20211202_508.pdf
https://www.cmmcaudit.org/cmmc-2-0-scoping-scenarios-analysis/
https://cyberab.org/Portals/0/Documents/Process-Documents/CMMC-Assessment-Process-CAP-v1.0.pdf
https://cyberab.org/Portals/0/Documents/Process-Documents/CMMC-Assessment-Process-CAP-v1.0.pdf
https://cyberab.org/CMMC-Ecosystem/Ecosystem-roles
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