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▼ Introduction

▼ Background on Vectra AI: Why, What and How

▼ Let’s talk about AI

▼ Uncovering a novel Insider Threat

▼ Taking Things Further

▼ Q & A

Agenda
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The one constant in security is MORE
Spiral of more

More Cloud Services

More Cloud Vulnerabilities

More Remote Users

More Lateral Movement

More Account Compromise

More Network Devices

More Evasive Attackers

More Attack Surface

More Attacker Exploits 

More Blind Spots 

More Alert Triage

More Analyst Workload
spiral of more
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The “we don’t knows” of hybrid threat detection and response

1 Vectra Research Study December 2022 | 2 (ISC)2 Research 2022 | 3 IBM Security Research 2022 | 4 Vectra sponsored research: Enterprise Strategy Group study The Evolving Role of NDR, October 2022 

More SOC unknowns

More Attack 
Surface

We don’t know where 
we are compromised

- right now

More Evasive 
Attacker Methods

Nobelium
Dark Halo Custom C2

Attackers Access Tooling

We don’t know how 
to keep pace with 
modern threats

More People &
Skills Needed

3.4M Cybersecurity 
workforce gap 2

7/10 Analysts are 
burnt out 3

45% Cloud-based 
breaches 3

We don’t know what 
threats are real –
what alerts matter
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Cyber Attacks take minutes

More SOC latency, inefficiency
When cyber-attacks take minutes, response shouldn’t take months

Source: IBM Security Cost of a Data Breach  2022

Attackers 
evade

Attackers 
escalate

Attackers 
infiltrate

Attackers 
exploit

Attackers 
progress

Attackers 
exfiltrate

Time to respond takes months (277 days)Compromise Breach

Lateral movement Lateral movement Lateral movement Lateral movement Lateral movement
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Prevent Detect – Prioritize – Investigate - Respond Stop

Vectra solves for the unknowns

Attackers 
evade

Attackers 
escalate

Attackers 
infiltrate

Attackers 
exploit

Attackers 
progress

Attackers 
exfiltrate

Compromise BreachGo from months to minutes

Lateral movement Lateral movement Lateral movement Lateral movement

Remove latency, improve SOC efficiency 

“Prevention is ideal, but Detection and Response is a must” - SANS
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Vectra delivers SOC Efficiency

Source: Case Study: Vectra helps Blackstone reduce threat detections on O365 by over 50x - https://content.vectra.ai/hubfs/downloadable-assets/CaseStudy_Blackstone.pdf

Case Study: Financial Services

Vectra’s platform has 
helped us strengthen our 
cybersecurity defense 
capabilities and has made 
our firmwide cybersecurity 
program more efficient.”

– Kevin Kennedy 
Senior Vice President, Cybersecurity

“

SOC efficiency gains: 
• Automate and improve quality of threat detections over native tools
• Less detection engineering time, more MITRE coverage
• Higher fidelity, more accurate events in case management
• Faster MTTD, MTTI, MTTR measurement and metrics

Before

AI-driven Detection

months
6

1 Day

50 new detections in 1 day

Before

AI-driven Prioritization

90%

90% reduction in alerts

“The signal-to-noise ratio from low fidelity to high fidelity 
is all done basically upstream by Vectra”

https://content.vectra.ai/hubfs/downloadable-assets/CaseStudy_Blackstone.pdf
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About Us, Our Customers & Partners
Optional slides
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Vectra is the AI-driven partner you can trust
The pioneer and global leader in AI-driven cyber threat detection and response

About us

• Founded 2011
• Privately held
• Global footprint

+ 600+ employees 
+ 20+ countries

• 3 SOCs - follow the sun
+ Austin, TX
+ Dublin, Ireland
+ Bangalore, India

• 12 security AI patents

• 97% coverage for MITRE 
ATT&CK, with more MITRE 
D3FEND countermeasures than 
any other vendor

• >1000 enterprise customers
• >$100M ARR

San Jose, CA
Headquarters

Austin, TX Office

Boston, MA 
Office

Dublin, Ireland 
Office

Canada
United Kingdom

Dubai, U.A.E.

Sweden

Austria 5
Belgium 6
France 24
Germany 22
Netherlands 3
Switzerland 7
Italy 4

US – Other

Vectra Office Vectra Remote

Japan

Australia

Turkey

105

13

12
33

8
4

13

69

54

169

Saudi Arabia

2

7

Finland
2

9

Spain
5

Singapore
8

India
10

Vectra MDR SOC
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Vectra: Supporting Federal Customers



11

Our Partners
A broad ecosystem of alliance, integration, and services partners
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Attack Signal IntelligenceTM

Introduction to Vectra Attack Signal Intelligence
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Datacenters

Switch SPAN/Mirror
or Packet Broker 

Feed

SIEM 
(Splunk)

Vectra ML/AI 
Detections

Host Context + 
Account 

enforcement

Employees

Provider and 
Service-based 

API

SOC
Office

Switch SPAN/Mirror
or Packet Broker 

Feed

Compute
vSensor

Services

Sensor

Sensor

Brain

EDR Integration for 
host context and 

enforcement
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Only Vectra filters out the noise, prioritizes real threats
Attack Signal Intelligence - game changing signal clarity for NDR

192869
Hosts Observed

29827
Events Flagged

1249
Detections

356
Incidents51TB

Metadata

Collect Analyze Prioritize

Think like an attacker Know what is malicious Focus on what is urgent

AI-driven Detections AI-driven Triage AI-driven Prioritization
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2. Analyze metadata for attacker behaviors

* Source: https://support.vectra.ai/s/article/KB-VS-1158

150+ ready-built attacker behavior models, +97% coverage of Mitre ATT&CK*

▼ Threat actors have 1000’s of tools and tactics, but behaves similarly 
1. They establish a control mechanism into the compromised environment (C2)
2. They snoop around to map out the compromised environment (Recon)
3. They move laterally inside the compromised environment (Lateral movement)
4. They steal, encrypt, alter and destroy (Impact)

https://support.vectra.ai/s/article/KB-VS-1158
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AI-driven Prioritization at scale through intelligent automation

Source: Customer environment in a large multinational enterprise, during a 30 day period

3. Filter out the noise for unrivaled signal clarity

192869
Hosts Observed   

29827
Events Flagged

1249
Detections

356
Hosts/Accounts 
with Detections 5. Scoring Hosts with 

Threat Certainty™ model

Vectra Platform

6. Suppress re-occurring benign 
detections from scoring by 
applying AI-triage filters

51TB
Metadata

4. Correlate 
detections to 
hosts and build 
attack 
progression 
timeline

3. Link events to 
detection timeline 
and score 
detections for 
Threat&Certainty

2. Apply 
detection 
models to find 
attacker 
behavior events

1. Capture 
network traffic 
and create 
security 
enriched 
metadata

7. Zeek-formatted metadata is 
made available for retroactive 
manual analysis and forensics
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AI = a (short) Buzzword
Skepticism is thoroughly encouraged



18

Input / Signal is important…

“hacker in a datacenter”
Steps: 20, Sampler: Euler a, CFG scale: 7,
Seed: 1147051768, Size: 512x512
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Input / Signal is important…

((((dark)))) ((figure sitting on the floor)), (wearing a 
hooded jacket), in a glowing data center typing on an 
open (laptop), (((wires everywhere))) connected to 
rows of server computers, 8k, high resolution, ((high 
focus)), extreme detail, extreme focus, eerie lighting, 
hard edges, disturbing, frightening

Negative prompt: ugly, deformed, [[[[[bright light]]]]], 
unrealistic, skewed perspective, awkward limbs, 
[[[[blurry]]]], [fuzzy], diffuse, soft edges, round 
corners, bulging, (((logo))), cloudy, calming, 
((((peaceful)))), nice, [[glowing edges]], color, 
incomplete hands, incomplete limbs, incomplete 
objects, strange objects, strange looking

Steps: 90, Sampler: Euler a, CFG scale: 7, 
Seed: 3308590029, Size: 512x512
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Two major philosophies in applying AI to threat detection

Generate 
simple 

anomalies

Math-led
Simple anomaly

Use rules 
engine to filter 

anomalies

100s of 
statistical rules1

Ask for a new stat

= data science = security research

Security-led
Attacker method2 Develop, test, refine 

model 
10s of attacker 

method detectors
Define attack 

method to detect
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� Supervised – Global learning 
− Deep learning / neural networks
− Natural language processing
− Statistical modeling

� Unsupervised – Local learning
− Clustering
− Outlier detection
− Graph analysis

The “No Free Lunch” theorem

Type of Problem

Highly Specialized Algorithms

Pe
rfo

rm
an

ce

General Purpose Algorithms
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AI-driven signal clarity is our core
Prioritize threats in places EDR can’t and in ways legacy IDS and SIEM won’t.

Attack Coverage
across Hybrid and Multi-
cloud attack surfaces

Signal Clarity
with AI-driven 

Attack Signal IntelligenceTM

Intelligent Control
with AI-enabled 

Security Operations

Network Public Cloud

SaaSIdentity

AI-driven Detections that
Think like an attacker

AI-driven Triage that 
Knows what is malicious 

AI-driven Prioritization that
Focuses on what is urgent 

Integrated Investigations

Targeted Response

Shared-Responsibility MDR

Vectra Platform | Ecosystem | Services
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Only Vectra Security AI is optimized to detect attacker methods
With Attack Signal IntelligenceTM behavior-based, AI-driven Detection

Analyze 
attacker methods

Per-domain analysis 
enables deep coverage

1

Define 
countermeasures

Define techniques to 
detect attack methods 

2 3

Type of Problem

Highly Specialized Algorithm

Pe
rfo

rm
an

ce

General Purpose Algorithm

Use the optimal ML 
approach for each

Security-led approach to AI Powered by cutting-edge ML

Outcome: more coverage and clarity, less noise 
vs simple anomaly-based detection
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What makes Vectra Security AI unique 
How our Attack Signal IntelligenceTM stands apart

Sees through 
encryption

Finds attackers without 
forcing decryption using 
the power of recurrent 
neural networks and 
deep learning

Learns account 
privilege

Zeroes in on credential 
attacks by automatically 
discovering and focusing 
on accounts most useful 
to attackers.

Analyzes in many 
dimensions

Sees real threats in a 
sea of “different” by 
considering feature 
interactions in a multi-
dimensional space.

Sees attack 
progression

Focuses on what 
attackers do/use to hide 
and progress  , e.g., 
M365 Power Automate 
or AWS admin API calls.
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Vectra AI-driven Attack Signal IntelligenceTM

AI that Filters out the noise, prioritizes real threats

Think like an attacker Know what is malicious & important Focus on what is urgent

AI-driven Detections AI-driven Triage AI-driven Prioritization

Kn
ow

s 
w

ha
t’s

 m
al

ic
io

us

A
tta

ck
 R

at
in

g

Knows what’s importantAttack Impact

Observed 
Privilege Roles Host 

Groups
Account 
Groups

AI Configuration
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Only Vectra AI-driven Detections think like an attacker
Real-time, behavior-based detections across the cyber kill chain

Access Persist Command & Control Escalate & Evade Recon & Discover Lateral Movement Exfiltration & Disruption

New Host MFA Disabled Hidden HTTPS Tunnel New Host Role Kerberoasting (x2) Privilege Access Anomaly (x6) Smash and Grab

Suspected Compromise Access Trusted IP Change Hidden DNS Tunnel Log Disabling Attempt Internal Darknet Scan Suspicious Remote Exec Ransomware File Activity

Brute-Force Attempt/Success Admin Account Creation Hidden HTTP Tunnel Disabling Security Tools Port Scan Suspicious Remote Desktop Data Gathering

Disabled Account Account Manipulation Multi-homed Fronted Tunnel Suspicious Mailbox Rule Port Sweep Suspicious Admin Data Smuggler

TOR Activity Redundant Access Suspicious Relay Log Disabling Attempt SMB Account Scan Shell Knocker Hidden DNS Tunnel Exfil

Unusual Scripting Engine Logging Disabled Suspect Domain Activity Suspect Privilege Escalation Kerberos Account Scan Automated Replication Hidden HTTP/S Tunnel Exfil

Suspicious OAuth App User Hijacking Malware Update Suspect Privilege Manipulate Kerberos Brute-Sweep Brute-Force Botnet Abuse Behaviors

Suspicious Sign-On ECS Hijacking Peer-to-Peer Suspect Console Pivot File Share Enumeration SMB Brute-Force Crypto mining

Suspicious Sign-On with MFA Fail Suspect Login Profile Manipulation Suspicious HTTP Suspect Cred Access EC2 Suspicious LDAP Query Kerberos Brute Force External Teams Access

Suspicious Teams App Security Tools Disabled Stealth HTTP Post Suspect Cred Access SSM RDP Recon SQL Injection Activity Ransomware SharePoint Activity

Suspicious Credential Usage SSM Hijacking TOR Activity Suspect Cred Access ECS RPC Recon Internal Stage Loader Suspicious SharePoint Download

Root Credential Usage Novel External Port Suspect Cred Access Lambda RPC Targeted Recon Suspicious Active Directory Suspicious SharePoint Sharing

TOR Activity Threat Intel Match Unusual eDiscovery Search Novel Admin Protocol Exfil Before Termination

Vectra Threat Intel Match Unusual Compliance Search Novel Admin Share Access Suspicious Mailbox Forwarding

Suspect eDiscovery Activity Risky Exchange Op eDiscovery Exfil

User Permission Enumeration Internal Spear phishing Power Automate Activity (x3)

EC2 Enumeration File Poisoning Ransomware S3 Activity

S3 Enumeration Mailbox Manipulation Suspect Public S3 Change

Suspect Escalation Recon DLL Hijacking Suspect Public EBS Change

Organization Discovery Privilege Operation Anomaly Suspect Public EC2 Change

Suspect Public RDS Change

Suspect External Access Grant

Attack Progression

Hybrid Network and Identity

Public Cloud: AWS
SaaS: Microsoft 365

Identity: Azure AD
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� True AI & ML
− Patented AI models (150+) of supervised and unsupervised algorithms

� Natively Signatureless*… 
− Models and hashes change, underlying behaviors are constant
− *Full Suricata engine available as of March 2023

� Agentless…
− Passive on SPANs/packet brokers & in Azure/AWS Gov, and C2E (in process)

� Decryptionless…
− Underlying payload not of interest, purely TCP header behaviors

How AI Differentiates Vectra’s Approach
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AI Challenges
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Core to every APT attack is their C2 
Challenge: Detect an HTTPS Tunnel

�Designed to evade detection

�Attackers constantly evolve

�Benign networks constantly 
change
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Perspective on approaches

Methodology
Skills
Time

Coverage
Accuracy

Simple 
anomaly

ML-enriched 
signatures

Attacker 
behaviors
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Challenge: Detect an HTTPS Tunnel

Simple anomalies + 
static IoCs

Unusual HTTPS 
connection count

FP: user browses more
FN: tunnel conns low relative to user

ML-enhanced signatures SSL beaconing to rare 
destination

Approximation of tunnel -> 
FP and FN problems

AI model HTTPS Tunnel 
detector

Directly detect behavior of 
interest in an accurate way

Durability
Accuracy

Sophistication

Example Notes
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Vectra Hidden HTTPS Tunnel Model

1000s of labeled 
tunnel samples
• Many tools
• Many uses

Normal HTTPS 
traffic from dozens 
of customers

Time series data.
Sub-second data 
transfer patterns.

Unique to Vectra. 
Not in Zeek.

Deep Learning:
LSTM Recurrent Neural Network

Train
The output layer determines 
the answer. 

Example: This is a muffin.

If the answer is incorrect, 
the system is told to retrain. 

Time series data.
Sub-second data 
transfer patterns.

Unique to Vectra. 
Not in Zeek.

Directly detects 
behavior of 
tunneling. 
No whitelists. 
No blind spots.
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Visible Control in the data -- Sees through encryption
to reliably find C2 channels despite evasion attempts 

Challenge: choosing the <0.1% of 
beacons that show C2 tunnel behavior

Labeled (positive) 
tunnel samples

Normal (negative) 
HTTPS samples

Time series.
Sub-second 

data patterns.

Deep Learning:
Recurrent Neural Network

Train

Identifies

No blind spots.
Evasion resistant.
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Privilege accounts are high priorities for attacker
Challenge: Detecting the abuse of privilege credentials

�Access to both network and 
cloud

�By definition, actions are 
allowed to happen

�Abnormal is normal
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Perspective on approaches

First access
First time an account 
accesses something

FP: New functionality in org
FN: Access on different host

“Rare” access
First access if it is 
used by less than 5 
others

FP: New functionality 
FN: Attacker access to 
common service

AI model Privilege aware 
anomaly

Detect how attackers
abuse credentials

Durability
Accuracy

Sophistication

Example Notes
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The attacker view of privilege 

No 
Privilege

�Properly permissioning users is hard!

�Attacker abuse privilege gaps 

�Vectra finds and protects the gap

Defined 
Privilege

Observed 
Privilege

Max 
Privilege

Attacker Space
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Vectra’s view of privilege

Service

Users

Attacker 
Value Admin

Privileged

Operations

Graph relationships

Observe and learn true privilege 
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Cluster 1 Cluster 2 Cluster 3

Vectra Privilege Anomaly Models

Unusual HostUnusual Service

Unusual Trio Unusual Account 
on Host

Unusual Service 
from Host

Unusual Service -
Insider

Azure AD Privilege 
Operation

!

Account Service

HostOperations

High

Low
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Attack Signal Intelligence at work
Finding and Stopping the Insider
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Problem Statement
Inability to detect the unknown with legacy signature or 

“ML enabled” capabilities

Solution Statement
Vectra’s AI approach coupled with the integrated Suricata engine allow for 

detection of sophisticated nation states, insider, and threat actors while 
maintaining required GRC mandates

Make the unknown… known
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1. During this activity, no systems will be harmed or compromised. 

2. The Vectra team will not access any files or systems outside the boundaries of 
the target hosts and cloud workload. 

3. No manipulation, alteration, deletion, or encryption of any systems will be 
executed within this exercise. 

4. At all times, the GDIT leads will have full visibility to the actions of the exercise 
and the ability to stop the simulation.

5. Any and all activities related to this exercise will only be discussed within 
the GDIT Team and the Vectra National Security team. No information derived 
from this exercise will be discussed, transmitted or other outside a pre-defined list of 
members of both teams. Any communication outside these predefined boundaries 
must be approved by both parties.

Disclaimer / Rules of Engagement
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▼ Perform behavioral actions to simulate an insider threat
▼ Show the value of applying AI to security to detect real-

time threats
▼ Distinguish Vectra against traditional Intrusion Detection 

/ Intrusion Prevention systems
− Identify behaviors faster than existing tools
− Identify behaviors other tools do not

Goals
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identifiedsystem01
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▼ General Behavioral Profile
− Discovery, Reconnaissance, Lateral 

movement, and/or Exploitation

− NOT PRESENT: External, persistent 
Command and Control and/or Data 
Exfiltration

▼ Possible Root Causes
− An adversary that has yet to exhibit 

the full range of malicious 
behaviors, or a limited scope 
penetration testing activity

− Vulnerability discovery and 
management infrastructure 
behaviors observed

Vulnerability Discovery
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identifiedsystem02
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▼ Is the breadth of RPC activity on this host session abnormal? 
− Is it reaching out to far more than we expect given what was learned during 

the learning period?

Detection Detail:  RPC Recon

1FF70682-0A51-30E8-076D-740BE8CEE98B, 0

3919286a-b10c-11d0-9ba8-00c04fd92ef5, 3

1FF70682-0A51-30E8-076D-740BE8CEE98B, 012345678-1234-abcd-ef00-01234567cffb, 7

(192.168.0.1)

(192.168.0.2)

(192.168.0.3)

(192.168.0.4)
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▼ A primary goal of an attacker is to 
elevate privileges or find existing 
credentials. Using existing credentials 
is desired but the attacker must first 
find the accounts they are interested in.

▼ Suspicious LDAP Query is designed to 
identify when an internal host is 
querying Active Directory using the 
LDAP protocol in a manner that 
appears like reconnaissance behavior.

Detection Detail:  Suspicious LDAP Query
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▼ General Behavioral Profile
− Technically sophisticated, objective-

oriented activities

− Advanced discovery and lateral 
movement techniques

− NOT PRESENT: External Command 
and Control and/or Data Exfiltration

▼ Possible Root Causes
− Technically sophisticated insider 

threat with local network access

− Emerging External Adversary with 
an out-of-band communication

− An Admin has begun performing 
authorized activities that were 
previously unknown to the system

Insider Threat: Admin
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▼ The Vectra System detected, labeled, and exposed behavior from a 
technically sophisticated actor.

▼ The operations included reconnaissance, lateral movement, and 
exfiltration

▼ In day-to-day operations, analysts working with the detections Vectra 
provided would stop the threat well before the exfiltration stage

Summing It Up
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But, What If…?
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But, What If…?
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