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OWASP TOP TEN

Traditionally focused on web applications

Apps and cloud are merging

Expertise in both is required

Atftackers use combination of app and cloud vulnerabilities to gain access



OWASP TOP TEN

Broken Access Control

Cryptographic Failures

Sensitive Data Exposure

XML External Entities (XXE)

Broken Access Control \ —

Security Logging and Monitoring Failures

Insufficient Logging and Monitoring
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OWASP TOP TEN SERVERLESS..

« S1:2017 Injection

« $S2:2017 Broken Authentication

« $S3:2017 Sensitive Data Exposure

« $4:2017 XML External Entities (XXE)

o $5:2017 Broken Access Control

S6:2017 Security Misconfiguration
S7:2017 Cross-Site Scripting (XSS)
S8:2017 Insecure Deserialization

S$9:2017 Using Components with Known
Vulnerabilities

S10:2017 Insufficient Logging and
\lelglife]qlale



CLOUD THREATS
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Figure 8. Misconfguration over time in breaches
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CLOUD THREATS

“Despite the advantages, cloud computing comes with an added
vulnerabillity if data is stored incorrectly or if the provider's own security Is
compromised,” says Gartnher practice leader Matthew Shinkman.

47% of companies have at least one database or storage bucket exposed to
the intfernet (either managed or non-managed), and over 20% of those cloud
environments with publicly accessible buckets have buckets that contain

sensitive data. -Wiz



CLOUD THREATS

« Applications and cloud provide @
larger attack surface

« Cloud is a great pivot point
« Constantly evolving
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CNAS-1: Insecure cloud, container or orchestration
configuration

CNAS-2: Injection flaws (app layer, cloud events, cloud
services)

CNAS-3: Improper authentication &authorization
CNAS-4: CI/CD pipeline &software supply chain flaws
CNAS-5: Insecure secrets storage

CNAS-6: Over-permissive or insecure network policies
CNAS-7: Using components with known vulnerabilities
CNAS-8: Improper assets management

CNAS-9: Inadequate ‘compute’resource quota limits

CNAS-10: Ineffective logging & monitoring (e.g. runtime
activity)



CNAS-1

Insecure cloud, container or orchestration configuration

AKA The Cloud Kitchen Sink



CNAS-1

Insecure cloud, container or orchestration configuration

Feature explosion: AWS API count in constant growth

14,000

A, B

8,000

G, B2a

4,000

2,000

]

2017 2020

Source: Wiz



Insecure cloud, container or orchestration configuration
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Insecure cloud, container or orchestration config
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Injection flaws (app layer, cloud events, cloud services)

- Closest to OWASP Application Top Ten — A3 Injection C NAS‘2

0% 20% 40% 60% 30% 20% 40%
Web application (Hacking) DoS (Hacking)

Email (Social and Malware) ckdoor or C2 (Malware)

Partner (Malware) ckdoor (Malware)

Software update (Malware) ansomware (Malware)

Backdoor (Hacking)
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CNAS-3

Improper authentication &
authorization




Improper authentication & authorization

CNAS-3

Statement:
- Sid: "grant-publish"
Effect: "Allow"

Principal:
AWS: "x"
Action:

— "sns:Publish"
Resource: "arn:aws:sns:us—east-2:444455556666:MyTopic"



CNAS-4

CI/CD pipeline & software supply chain flaws

O circleci




ALL MODERN DIGITAL

INFRASTRUCTURE CNAS-4

A PROTECT SOME
RANDOM PERSON
IN NEBRASKA HAS
BEEN THANKLESSLY
MAINTAINING
SINCE 2003




Insecure secrets storage

CNAS-5



Insecure secrets storage C NAS_5

Toyota discloses data leak after access key exposed on GitHub

By Bill Toulas October 10, 2022 01:50 PM 2

“Toyota Motor Corporation is warning that customers' personal information may have
been exposed after an access key was publicly available on GitHub for almost five years.”



CNAS-6

Over-permissive or insecure network policies




Over-permissive or insecure network policies C NAS‘é

« Networking is hard..
« Complexity at scale
« Egress filtering is very powerful but difficult o maintain

Cisco’s law: The level of segmentation of a network is inversely proportional-to-its-size

AKA: Networks become Florida as they scale



CNAS-7

Using components with known vulnerabilities




CNAS-8

Improper assets management




CNAS-9
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Ineffective logging & monitoring (e.g. ruh’rim'




CONCLUSIONS

Cloud and web apps have some overlapping concerns

Cloud native applications have unique threats that should be considered
No matter the platform we still have the same issues to consider as well
Your feedback is needed!

hitps://owasp.org/www-project-cloud-native-application-security-top-10/



FINAL THOUGHTS

« Do we need another Top Ten¢ Yes. No. Maybe?¢
« How can you use it day to day?¢



QUESTIONS<e

e Thanks!
» Cloud Security Partners

» cloudsecuritypartners.com
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