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Why are we all here today?

Because we are faced with the same challenges:

: Security vulnerabilities
Information Regulatory frameworks
technology is Icomplex are everywhere Gie butdensome

: & require constant
& calls for automation monitoring & ne%%gLJT’rooonl’;o’red

Documentation Risk management
becomes outdated is hard

fast & experts need
& needs constant updates help




What is needed? OSCAL!

OSCAL is like a Rosetta Stone that enables tools and
organizations to exchange information via automation
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OSCAL sets the foundation for automation and interoperability




What is OSCAL?

OSCAL is the result of NIST and FedRAMP collaboration

» OSCAL provides a common/single machine-readable language, expressed in XML, JSON and YAML for:
U multiple compliance and risk management frameworks (e.g. SP 800-53, ISO/IEC 27001&2, COBIT 5)
U software and service providers to express implementation guidance against security controls (Component definition)
U sharing how security controls are implemented (System Security Plans [SSPs])
U sharing security assessment plans (System Assessment Plans [SAPs] )
U sharing security assessment results/reports (System Assessment Results [SARs])

» OSCAL enables automated traceability from selection of security controls through implementation and assessment

‘ Assessment Layer

Controls Layer ‘ Implementation Layer

_ Traceability
]
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Catalog

Profile

Catalog
Metadata

Title, Version, Date, Document Labels,
Revision History, Prepared By/For

Parameter
Parameter Definitions (Global)

Control
Parameter Definitions (by Control)
Control Requirement Definitions
Control Objectives
Assessment Methods

Group (Family)
Grouping of Parameters
Grouping of Controls

Back Matter
Laws/Regulations,
Standards/Guidance

Citations and External Links
Other Attachments

The import arrow identifies

‘what OSCAL content is linked as a result;
the import statement. Imported conten

referenced, not copied.

I
N

Associates configuration settings with baselines

Profile (Control Baseline)
Metadata

Title, Version, Date, Document Labels,

Revision History, Prepared By/For

mport |

Import (Catalog or Profile)

Import (Catalog or Profile)

mpor

import

Import
URI pointing to a Catalog or Profile

Controls to Include
Controls to Exclude

Merge
Conflict Directives
Profile Resolution Grouping Directives

Modify
Parameter Modifications
Control Requirement Modifications
Control Objective Modifications
Assessment Method Modifications

Associates configuration settings with baselines

Back Matter
Laws/Regulations,

Standards/Guidance
Citations and External Links
Other Attachments as Needed

import

ponent Definition

System Security Plan (SSP)

Metadata
Title, Version, Date, Document Labels,

Revision History, Prepared By/For
Roles, People, Teams, Locations

Import Profile
URI pointing to a Profile

System Characteristics
System ID, Name, Description
Sensitivity/Impact Level
System Information
Service & Deployment Models
Diagrams: Authorization Boundary,
Network, Data Flow

System Implementation
Users, Components, Inventory
Ports, Protocols, & Services
Interconnections

Control Implementation
Responsible Parties, Status, Origination
Parameter Values, Implementation
Description, Inheritance,
Consumer Responsibilities

Back Matter
Laws/Regulations, Standards/Guidance

Citations and External Links
Attachments and Embedded Images

import

Plan of Action and Milestones

(POA&M)
Metadata

import

Revision History, Prepared By/For
Roles, People, Teams, Locations

Title, Version, Date, Document Labels,

Import SSP

p
URI pointing to an OSCAL SSP

Component Definition

System ldentifier

Assessment Plan (AP)

Metadata
Title, Version, Date, Document Labels,

Revision History, Prepared By/For
Roles, People, Teams, Locations

Import SSP
URI pointing to an SSP

Local Definitions
When information in the linked SSP is
missing or inaccurate, assessors may
define it here

Terms and Conditions
Rules of Engagement, Disclosures,
Limitation of Liability, Assumption

Statements, and Methodology

Reviewed Controls
Controls to include in the assessment
we well as associated Control
Objectives and Assessment Methods

Assessment Subject
Identifies what will be assessed,
including: Components, Inventory
Items, Locations, and User Types, as
well as Parties to be Interviewed

Assessment Assets
Tools used to perform the assessment

Assessment Action
Enumerates the actions for performing
the assessment, including procedures
for performing the assessment action

Task
Intended schedule of milestones and
assessment actions

Unique system ID — used when the SSP
is not delivered with the POA&M

Component Definition

Metadata
Title, Version, Date, Document Labels,

Revision History, Prepared By

Import Component Definition
URI pointing to other component
definition files

Component
Individual component information, and
information about controls the
component is able to satisfy

Capability
A grouping of related components into
a larger capability

Back Matter

Citations and External Links
Attachments and Embedded Images

Local Definitions

For content not defined in the SSP

Observation

impacted assets

Individual observations and evidence,

Risk

identified risks

Enumerates, characterizes, identifies
deviations, and provides status for

POA&M Items

Weakness Details

Back Matter
Attachments and Embedded Images

R Evidence

Other Attachments as Needed

POA&M ID, Impacted Controls,

Back Matter
Laws/Regulations,

Standards/Guidance
May include artifacts to review
Other Attachments as Needed

imp

Assessment Results (AR

Metadata
Title, Version, Date, Document Labels,

Revision History, Prepared By/For
les, People, Teams, Locations

Import AP
URI pointing to an Assessment Plan

Local Definitions (Overarching)

When results contain an activity or

control objective not defined by the
assessmentplan, define it here

Result (Current)

Local Definitions
When information in the linked AP or SSP is
missing or inaccurate, assessors may define it here.

Reviewed Controls
Controls included in the assessment

Assessment Subject
dentifies what was assessed, including
Components, Inventory tems, Locations, and User
Types, as well s Parties to be interviewed

Assessment Assets J

Tools used to perform the assessment

Attestation
Assertions made by the assessor

Assessment Log
Log of performed assessment actions

!
|
|
!

Enumerates and characterizes risks and
weaknesses, provides risk status

|

Identified findings, Objective Status ‘

Results (LastCycle)

| Results (Earlier Cycle)

Matter
Laws/Regulations,

Standards/Guidance

nce Attachments:

e
Reviewed Artifacts, Interview Notes,
Screen Shots, P hotos, Tool Reports,

Raw Out,
Penetration Test Report

Other Attachments as Needed



Where the Innovation Truly Starts:
The OSCAL Implementation Layer

OSCAL SSP:

» Imports a Profile

Profile (Control Baseline) System Security Plan (SSP) Implemented Requirement (ac-2)

identifyingtheleeigsy

Revision History, Prepared By/For role , pa rt % (person/org/tea m)

> Each control response is Il Control Origination (Annotation)
mport rorile
brOken down to the URIpointingtIo";p(%rt'alogor Profile set Parameter

individual components Contrls o nclude Component Defintion

. | d Controls to Exclude System Implementation Statement (ac-z_smt.a) etaiets
INVOIMEEE Conflie Dectives Leveraged Authorization By Component (This System) e
Profile Resolution Grouping Directives omponent (Linux 0S)
> Enables a more robust i Control Satisfaction Description wuid of Component
Responsible Role(s) —
response to controls — Component Description
. Customer Responsibility Stmnt
Back Matter Component [This System] _ Implemented Requirement (AC-2)
> Exam p le: The access Raxs/Regdlatons) Component (Access Control Process)

Standards/Guidance
Citations and External Links

Co ntr0| i m p | e me ntatlo n Other Attachments as Needed component (Linux OS) By component (Linux os)
that satisfies AC-2, part a is LT otemen ezt | ety
described separately for: EEE

7

O This System Control Implementation

Implemented Requirement (AC-1) ;

U The Access Control

Implemented Requirement (AC-2) ,'i
Procedure

Implemented Requirement (AC-3)

O A shared Application S
Attachments and Citations




Common Control Authorization & Authorization to Use

Cust Cust Cust Cust Cust Cust
1 2 3 4 5 6

Org.

Cust  Cust Cust Cust Cust Cust
1 2 3 4 5 6

Org.

Cust Cust Cust Cust
1 2 3 4

Org.

Leveraging SaaS Leveraging SaaS Leveraging SaaS
A B C

System

Leveraging § Customer

Leveraging § Customer

System A
(Application)

System B
(Application)

System

Identity . .
Management Leveraging Leveraging
- ; SaaS A SaaS B
Service

System

Leveraging | Customer

Authorization to Use

Leveraged laaS

Leveraged
System

Cloud (SaaS on laaS)

Cloud: Several Saa$S systems
running on a separately
authorized laaS.

General

Network
Infrastructure

Active Directory Storage Area
w/SSO Network

Support
System

Data Center (System on GSS)

Data Center: Several systems
relying on a separately
authorized storage array or
other general support system
(GSS)

System

Leveraged

External Service
or Interconnection

Interconnections or External Services
are not leveraged authorizations
» Even if they have an authorization

» SaaS A handles the Identity
Management Service as a system
component

OSCAL supports this, just not as a L.A.




Assessment Plan (SAP
& Assessment Results
AR

> OVERLAPING SYNTAX
> SIMILAR BUT DISTINCT PURPOSE
> UNIQUE to AR: and Evidence

Continuous Assessment Approach

» Assessment Plan: What should be
tested/inspected, how, and with which
frequency

» Assessment Results: Time-slice of
results

Planed Actual

activities

)

activities

Assessment Plan (AP)

Metadata
Title, Version, Date, Document Labels,

Revision History, Prepared By/For
Roles, People, Teams, Locations

Import SSP
URI pointing to an SSP

Local Definitions
When information in the linked SSPis
missingor inaccurate, assessors may
defineit here

Terms and Conditions
Rules of Engagement, Disclosures,
Limitation of Liability, Assumption
Statements, and Methodology

Reviewed Controls
Controls to include in the assessment
we well as associated Control
Objectives and Assessment Methods

Assessment Subject
Identifies what will be assessed,
including: Compo nents, Inventory
Items, Locations,and User Types, as
well as Parties to be Interviewed

Assessment Assets
Took used to perform th e assessment

Assess ment Action
Enumerates the actions for performing
the assessment, including procedures
for performing the assessment action

Task
Intended schedule of milestones and
assessment actions

Back Matter
Laws/Regulations,
Standards/Guidance
May includ e artifacts to review
Other Attachmen ts as Needed

Assessment Results (AR)

Metadata
Title, Version, Date, Document Labels,

Revision History, Prepared By/For
Roles, People, Teams, Locations

Import AP
URI pointing to an Assess ment Plan

/

Local Definitions (Overarching)
When results contain an activity or
control objective not defined by the
assessment plan, define it here

Res ult (Current)

Local Definitions
When information in the linked AP or SSP is

missing or inaccurate, assessors may define it here

Reviewed Controls
Controls included in the assessment

Assessment Subject
Identifies what was assessed, including:
Components, Inventory Items, Locations, and User
Types, as well as Parties to be interviewed

Assessment Assets
Tools used to perform the assessment

Attestation
Assertions made by the assessor

Assessment Log
Log of performed assessment actions

Observation
Individual observations and evidence

Risk
Enumerates and characterizes risks and
weaknesses, provides risk status

Finding
Identified findings, Objective Status

Results (Last Cycle)

Findings / Observations
Identified Risks,
Calculations Deviations
Recommendations
Remediation Plans
Evidence Descriptions and Links
Disposition Status

Results (Initial Cycle)

Findings / Observations

Results (Last Cycle)

I Res ults (Earlier Cycle)

Back Matte:
Laws/Regulations,
Standards/Guidance

Evidence Attachments:
Reviewed Artifacts, Interview Notes,

Screen Shots, P hotos, Tool Reports,
Raw Output
Penetration Test Report

Other Attachmen ts as Needed

Identified Risks,
Calculations Deviations
Recommendations
Remediation Plans
Evidence Descriptions and Links
Disposition Status




OSCAL POA&M Model

System Security Plan (SSP)

Metadata
role, party (person/org/team)

Import Profile

Assessment Results (AR)

Plan of Action and Milestones (POA&M)

Metadata
Title, Version, Date
Roles, People, Organizations

Import SSP
Pointer to FedRAMP System Security Plan

System Identifier
Unique system ID

System Characteristics

Local Definitions
Observations, Risks

POA&M Items

System Implementation

Leveraged Authorization

Component [This System]
Component (Access Control Process)
Component (Linux OS)

System Inventory

Inventory Item

Results (Current)
Local Definitions
Reviewed Controls
Assessment Subject
Assessment Assets
Attestations / Assessment Log
Findings / Observations

Identified Risks, Calculations Deviations
Recommendations and Remediation Plans

Evidence Descriptions and Links
Disposition Status

Control Implementation

Implemented Requirement (AC-1)
Implemented Requirement (AC-2)
Implemented Requirement (AC-3)

Results (Last Cycle)

Results (Earlier Cycle)

Back Matter

Attachments and Citations

Observations

Risk Information
Title, Source, CVE#, Severity

Remediation Activities
Plan, Schedule, Resolution Date,
Remediation Status

Vendor Dependencies
Evidence and Check-Ins
Deviations

Status (Investigating, Pending, Approved)
False Positive (FP)

Operational Requirement (OR)

Risk Adjustment (RA)

CVSS Metrics

Back Matter
Citations and External Links
Attachments and Embedded Images
Evidence (Vendor Check-Ins, DR Evidence)




Assessment Results

& POA&Ms
Overlapping Syntax

Assessment Results (AR)
Metadata

Import AP

Objectives

Results (Current)
Local Definitions
Reviewed Controls
Assessment Subject
Assessment Assets
Attestations / Assessment Log

Objective Status
Assessment Objective ID

Observations

Risk Information
Title, Source, CVE#, Calculations, Severity,
Recommendations

Status
“open”

Vendor Dependencies
e Status and Evidence

Deviations
e Justification

False Positive (FP)

Operational Requirement (OR)
Risk Adjustment (RA)

SSP Implementation Statement Differential

Risks with
status="open’ at
the end of testing
are transferred to
the POA&M using
the same OSCAL
syntax.

Corresponding
observations
must also be
transferred.

Plan of Action and Milestones (POA&M)

Metadata

Import SSP

System Identifier

Local Definitions, Observations, Risks

POA&M Items

Observations

Risk Information
Title, Source, CVE#, Severity

Remediation Activities
Plan, Schedule, Resolution Date,
Remediation Status

Vendor Dependencies
Evidence and Check-Ins

Deviations
Status (Investigating, Pending, Approved)

False Positive (FP)

Operational Requirement (OR)

Risk Adjustment (RA)




Who Can
Benefit and
How?




OSCAL Models >>> OSCAL Content >>> OSCAL Tools

uuid [1]: uuid,

> metadata [11: { . F S —

seaciteior Al ) (& usnistgov / oscal-content ' Public Provider/Developer | Description Type
> controls [@ or 11: [ — 1. .

» groups [@ or 11: [ - 1 Apythor\SDKavdcommandllne

» back-matter tool which manipulates OSCAL open

structures and supports source
transformation of data into OSCAL.

<> Code © Issues 22 i1 Pull requests 2 ®

(11:
uuid [1]: uwuid,

> metadata [11: { — R
» imports [11: [ A Java-based programming API for
> merge [@ or 11: > OSCAL Java NIST OSCAL Project reading and writing content open
. roje
simootpvalegor MLy Ledn i & Library @ i conformant to the OSCAL XML, source
N RGPS B ¥ master ~ Oscal-content / nist.gov / SP800-53 / revE JSON, and YAML based models.
¥ component-definition [1]1: {
uuid [1]: uuid, /Xml/ OSCAL React Alibrary of reusable React
> metadata [11: { _ }. OSCLALRead . components and an example user open
» import-component-definitions [@ or 11: [ — 1. Component Easy Dynamics -
e i s s hatar L é Lom| interface application © that provides | source
e e i converting, and pubiisning USCAL
> import-ssp [11: { — ). contentin various forms.
» local-definitions [© or 11]:
> terms-and-conditions [© or ; -
R e e S e XML Je.lly Wendell Piez (NIST) !nterzctlveXSLT inthe brow%er open
» assessment-subjects [@ or 1 Sandwich = includes OSCAL demonstrations &. source
» assessment-assets [@ or 11]1: 2
> tasks [@ or 1]1: [ - 1
» back-matter [© or 1] { -
3.
uuid [1]: wwuid,
> metadata [1]1: { - }.
> import-ap [1]1: { - }.
» local-definitions [@ or 11: { - }. ) [}
> results [1]1: [ - 1.
> back-matter [8 or 11: { — > I n C Ion
. S
v plan-of-action-and-milestones [11: { OO
uuid [1]: wwuid,
> metadata [1]: { — »
O NIST_SP-800-53_rev5_PRIVACY-baseline-resolved-pr...
import-ssp [@e or - . Atlasity: development of OSCAL v1.0 content
system-id I8 or 11: 3 Continuous for Catalogs, Profiles, System community
local-definitions 11: . n D — o o
: [ NIST_SP-800-53_rev5_PRIVACY-baseline_profile.xml Com £215hs Security Plans and Components. edition

risks [@ or 11]:
poam-items [11: [ -
back-matter [© or 1]

Automation & Additional detail can be found in this
blog post: Atlasity Delivers Free Tools
to Create OSCAL Conten!

-
-
-
» observations
-
-
-

[ NIST_SP-800-53_rev5_catalog.xml

https://github.com/usnistgov/oscal-content

https://github.com/usnistgov/oscal-tools

https://github.com/usnistgov/OSCAL




| R OSCAL Menu

Name Date Modified Kind

B _sample (Good).xml e ' 5 XML Document
B _sample (Missing Data).xm!

FedRAMP-compliance-worksheet-old.xs! K XSL St...cument
FedRAMP-compliance-worksheet.xs| F PM 3 XSL St...cum
FedRAMP-HIGH-compliance-worksheet.xs! Feb 14, 2019 at 3:08 PM B St...cument
B ssP-schema.xsd Feb 15, 2019 at 9:26 AM 6KB XML S..cument

Sample (Good).xm|

7 Upload an OSCAL File

3sing Data).xml

m t class="SP800-53" control-id="au-3"

ole role-id="not-found">System Administrators
role-id="not-found">Network Engineers -

p clas mplementation-sta implemented</proy

p class="control-origination">service-provider-system-specific

control on stmt- au-3_ .a
1>Quoniam, si dis placet, ab Epicuro loqui discimus.</h
p>Lorem ipsum dolor sit amet, consectetur adipiscing elit. Cum id quoque, ut cupie

i>Quo modo autem philosophus loquitur?</i> Beatus sibi videtur esse moriens. Il

f
h2>Hoc etsi multimodis reprehendi potest, tamen accipio, quod dant h2
Non quam nostram quidem, inquit Pomponius iocans; Scientiam pollicentur, quam nc
1
li>Virtutibus igitur rectissime mihi videris et ad consuetudinem nostrae oratic
li>Est igitur officium eius generis, quod nec in bonis ponatur nec in contrarii

control- au-3.1"
found">System Administrators
t-found">Network Engineers
param-id="au prm_1"
session, connection, transaction, or activity duration.

class="implementation-status">implemented
class="contr origination">service-provider-system-specific
f stmt-id="au-3.1_stmt.a"

h1>Quoniam, si dis placet, ab Epicuro loqui discimus.
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Cum id quoque, ut cupie

i>Quo modo autem philosophus loquitur?</i> Beatus sibi videtur esse moriens. I

Hoc etsi multimodis reprehendi potest, tamen accipio, quod dant.
p>Non quam nostram quidem, inquit Pomponius iocans; Scientiam pollicentur, quam nc

National Institute of ;
li>Virtutibus igitur rectissime mihi videris et ad consuetudinem nostrae orati
Standards and Technology FEd RA M P : . (

Est igitur officium eius generis, quod nec in bonis ponatur nec in contrari
U.S. Department of Commerce

Federal Risk and Authorization Management Program Ln1,Col1 Spaces:3 UTF-8 LF XML



OSCAL Support for Continuously Authorizing
Systems to Operate

Authorization to Use
Common Control Authorization




OSCAL Content & Risk Management Framework

Catalog in OSCAL
/\\

r‘
Profile
in OSCAL
/\\

OSCAL

Component
in OSCAL

Assessment Plan

4} in OSCAL

L
Asses'sment Assessment
Results in OSCAL Results in OSCAL

Assessment Plan
in OSCAL

Milestones in OSCAL

Plan of Action and




Security Assessment Automation ... with OSCAL njisT

BASED ON NIST 800-37 rev2

System & Components Implementation
(OSCAL Cdef & SSP)

System Categorization (OSCAL SSP)

* Document system hardening rules

e ConMon Planning

System Assessment (OSCAL o
n AP/AR/POA&M n System Authorization
e Assessor Selection e ATO packaging
e Assessment Plan * Analyze and determine the risk.
e Control Assessment e Risk response
* Assessment Reports (findings & e ATO decision
remediations) * Ongoing Assessment

e POA&M * Ongoing risk response



OSCAL Support for Leveraging Authorizations

Authorization to Use
Common Control Authorization
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Authorization to Use for a
Leveraging System

An Authorization to Use is issued when:

o one or moreflAVI el

systems rely on a system
for operation in a stacked

hierarchy; and

Customer
Org.

Leveraging Sys’ o an Authorlzat.lon to
+ ATO 4 Operate was issued to the
system

¢

.&5
0s
R
g>
mlﬂ
-4

ok:-I1\4leveraging YRENER

authorized separately
e veraged

system.

Leveraged
System

Systems Operating in a
Stacked Hierarchy

NOTE:
External services and interconnections are
not regarded as leveraged authorizations.

Leveraged System’s SSP

| Import Profile |

System Characteristics

Name, ID, Date Authorized

System Implementation

Component [This System]
UUID, Description, Select Details

Component (AC Procedure)

Component (Shared Application)

UUID, Description, Select Details,
Optional Inheritance Information

Control Implementation

Implemented Requirement

Statement (ac-2_smt.a)
By Component [This System]

Control Satisfaction Description
Implementation Point

Customer Responsibility

By Component (AC Procedure)

Control Satisfaction Description

Implementation Point

By Component (Shared Application)

Control Satisfaction Description
Implementation Point

Customer Responsibility |

Optional Inheritance Information

—

Leveraging System’s SSP
Metadata

Import Profile

System Characteristics

System Implementation

Leveraged Authorization ’
=II

Component [This System]
Component (AC Procedure)
Component (Local Application)

Control Implementation

Implemented Requirement

Statement (ac-2_smt.a)
By Component [This System]

Control Satisfaction Description
Implementation Point

By Component (AC Procedure)

IControI Satisfaction Description

Implementation Point

By Component (Local Application)

Control Satisfaction Description

Implementation Point

By Component (Shared Application)

Implementation Point

|Control Satisfaction Description




OSCAL-BASED AUTOMATION

— V]
\

_j

NST

| INTERNAL SECURITY/COMPLIANCE

TEAMS:
o create/store/provide evidence

GCP SERVICES :
SECURITY

AUTOMATION o continuous compliance
\ w/ OSCAL attestation/evidence

o document shared security
responsibilities

GRCTOOLS DEVELOPMENT OR

w INTEGRATION



Shifting Left
with OSCAL

nal Ins of
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Shifting Left & Continuous ATO

Profile

N

Profile

v

Catalog

Component
Def 1

~ Component

Def 2

Pre-Assessed
Playbooks

SSP
Coml Comp2

Recommended Approach

SAP

SAR

POA&M

POA&M
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AWS’ Kubernetes DevSecOps Pipeline Architecture
2 gy

D  a—

i Amazon CloudWatch Events Staging - SA SAR
$ 4 t [ P
a
Manual POA
‘| —— Ir Amazon EKS 2 |Af
CodePipeline CDef « Test (Secrets) = 5{;‘;‘ SCASAST) * D'wcyé Production -{\
= O ] 2 7
commit ‘ SA
SSP = SAR
Git P
users CodeCommit Amazon EK y 4
C
SAP SAR
| - | T \pni
: ] _ B
: i &M
. n h 2 N H
B | sitsccree | 27CNOTE owr || ¥ Falco |- 7]
i a snyk
Audit and Govemnance i Amazon £<@ dlair
Secrets Scanning SCA & Static Application Dynamic Application Runtime Application —
@ Security Testing (SAST) Security Testing (DAST) Self Protection (RASP)
IAM Roles :
v
S @ — :
=8= O O
AWS CloudTrail & O @ O
P S B S |7}
E 3 m Amazon S3 AWS Lambda AWS Security Hub
-y
AWS Config

Kubernetes DevSecOps Pipeline Architecture

Courtesy of AWS: https://aws.amazon.com/blogs/devops/building-an-end-to-end-kubernetes-based-devsecops-software-factory-on-aws/



https://aws.amazon.com/blogs/devops/building-an-end-to-end-kubernetes-based-devsecops-software-factory-on-aws/

ov/oscal

S C @

< NIlsST

In @ ® ®

OSCAL: the Open Security Controls Getimvolved | Contact Us | Github @
Assessment Language | B

Learn More Tutorials Tools D i load: Contribute Contact Us

Automated

Supporting Control-Based
Risk Management with
Standardized Formats

Learn More

Providing control - related NIST, in collaboration with industry, is developing the Open Security Controls Assessment Language (OSCAL). OSCAL is a set

of formats expressed in XML, JSON, and YAML. These formats provide machine-readable representations of control catalogs,

information in maChine - control baselines, system security plans, and assessment plans and results.
readable formats.


https://www.nist.gov/oscal

Open-Source Tools and Libraries

https://pages.nist.gov/OSCAL/tools/#open-source-tools-and-libraries

Provider/Developer

Description

Type

Compliance
restle @

IBM

A python SDK and command line tool which manipulates OSCAL structures and supports transformation
of data into OSCAL.

open
source

OSCAL Java
Library @

NIST OSCAL Project

A Java-based programming API for reading and writing content conformant to the OSCAL XML, JSON, and
YAML based models.

open
source

OSCAL React
Component
Library =

Easy Dynamics

A library of reusable React components and an example user interface application @ that provides a direct
Ul into OSCAL.

open
source

OSCAL REST APl &z

Easy Dynamics

An initial OpenAPI definition of an OSCAL REST API that describes how systems might manipulate
catalogs, profiles, components, and SSPs.

open
source

XSLT Tooling @

NIST OSCAL Project

A variety of Extensible Stylesheet Language (XSL) Transformations (XSLT), Cascading Style Sheets (CSS),
and related utilities for authoring, converting, and publishing OSCAL content in various forms.

open
source

XML Jelly
Sandwich &

Wendell Piez (NIST)

Interactive XSLT in the browser includes OSCAL demonstrations .

open
source

Xacta 360 @

Xacta 360 is a cyber risk management and compliance analytics platform that enables users to create and
submit FedRAMP system security plans (SSPs) in OSCAL format. Future OSCAL capabilities are
forthcoming as the standard evolves.

license @

Atlasity:
Continuous
Compliance
Automation @

Atlasity CE (release 2.0) runs in any environment and supports the development of OSCAL v1.0 content for
Catalogs, Profiles, System Security Plans and Components. Additional detail can be found in this blog
post: Atlasity Delivers Free Tools to Create OSCAL Content @.

community
edition

control_freak @

Risk Redux

This tool seeks to provide folks with a searchable and easy-to-navigate reference for NIST SP 800-53
Revision 5. It is an open-source application from the Risk Redux project @, built using parsed content
directly from the OSCAL repositories.

open-
source
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Publicly Available Resources

Documentation:

Catalog, Profile, Component, SSP, SAP, SAR, POA&M:
https://pages.nist.gov/OSCAL/documentation

Example:
Generic examples:

https://github.com/usnistgov/oscal-content/tree/master/examples

. . R ) NIST SP 800-53 R4 and Rev5 catalog and baselines (XML & JSON):
Please visit Community’s: :

OSCAL Club/awesome-oscal:

I
https://github.com/oscal-club/awesome-oscal FedRAMP Automation:
Repository (FedRAMP catalog and baselines (XML & JSON) included) :
https://github.com/GSA/fedramp-automation
FedRAMP
https://www.fedramp.gov/using-the-fedramp-oscal-resources-and-templates/

Tools

OSCAL Java Library: https://github.com/usnistgov/liboscal-java

XSLT Tooling: https://github.com/usnistgov/oscal-tools/tree/master/xslt
OSCAL Kit: https://github.com/docker/oscalkit

OSCAL GUI: https://github.com/brianrufgsa/OSCAL-GUI

: OSCAL Policy Administration Library (OPAL): https://github.com/EOP-OMB/opal


https://pages.nist.gov/OSCAL/documentation/
https://github.com/usnistgov/oscal-content/tree/master/examples
https://github.com/usnistgov/oscal-content
https://github.com/GSA/fedramp-automation
https://github.com/usnistgov/liboscal-java
https://github.com/usnistgov/oscal-tools/tree/master/xslt
https://github.com/docker/oscalkit
https://github.com/brianrufgsa/OSCAL-GUI
https://github.com/EOP-OMB/opal
https://github.com/oscal-club/awesome-oscal
https://github.com/oscal-club/awesome-oscal

Questions?

Contact us at: oscal@nist.gov
Chat with us on Gitter: https://gitter.im/usnistgov-OSCAL/Lobby
Collaborate with us on GitHub: https://github.com/usnistgov/OSCAL

—
\// Join our COI meetings: https://pages.nist.gov/OSCAL/contribute/#community-meetings

A
— Thank youl!
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